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Date: 11/05/2022

To,

The Director

National Assessment and Accreditation Council (NAAC)
P.O. Box No. 1075, Nagarbhavi,

Bengaluru- 560 072

Subject: Proofs of Metric No. 7.1.1

Reference:Metric No. 7.1.1: Measures initiated by the Institution for the promotion of gender

equity during the last five years
DearSir/Madam,

As per said subject kindly find below the indexof File Descriptions/Documents for your valuable
information.

7.1.1 Measures initiated by the Institution for the promotion of gender equity
during the last five years

A.) Annual gender sensitization action plan

Yes The institute has Annual Plan for Gender Sensitization Action Plan - As is mentioned in Qlm

Specific facilities provided for women in terms of:
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a) Safety and security

Sr. Title of the programme / Date of
Year Department
No. Event P Event
2016-17,
2017-18, CCTYV Surveillance at - Continuous or
L Soclety or Estate W
1 2018-19, Entrances of Campus and Office Level Ongoing
2019-20, Hostels Activity
2020-21
R Barricades Installed and J
2017-18, ; : : Continuous or
Security Person Deputed at Society or Estate -
2 2018-19, ! e _ } Ongoing
Entrance and Exit Gates for Office Level AT
2019-20, Safety of Men & Wor Activity
202071 ety o 1 omen
2016-17,
2017-18, Security Personal at all Places I Continuous or
~ i Soclety or Estate :
3 2018-19, and Clean and Green Office Level Ongoing
2019-20, HygienicEnvironment g Activity
2020-21
2016-17,
2017-18, Strict Instructions and Rules Soci Batat Continuous or
4 2018-19, | Established at Hostel Gates and ngefz e Ongoing
2019-20, Entrances =AM Activity
2020-21
2016-17,
2017-18, e Continuous or
5 2018-19, 24*7 Ambulance Service Olfﬁy eodl Ongoing
2019-20, SERFY Activity
2020-21
200070 Girls Hostel all Facility and :
2017-18, : Fr : Continuous or
Security and Instructions, Society or Estate E
6 2018-19, Ongoing
Separate Rooms and Qfficeievel =
2019-20, i Activity
2020-21 E
b) Counselling
Sr. Title of the programme / Date of
Year Department
No. Event P Event
2016-17,
2017-18, Anti Ragging Committee for
1 2018-19, Protection of Men and Women Institute Level 06-07-2016
2019-20, at College or at Campus

2020-21




|

2016-17, |
2017-18, Women’s Grievance Redressal

. 2018-19, Cell or Committee at Institute Institute Level 06-07-2017
2019-20, Level
2020-21
2016-17,
2017-18,

3 2018-19, Women’s Cell Committee Institute Level 06-07-2016
2019-20,
2020-21

¢) Common Rooms
Sr. Title of the programme / Date of
Year
No. Event Hepaxumnent Event

2016-17,
2017-18, : L Continuous or

1 2018-19, pE Avallabi;O—OGnls Sl uiti Mech Engg Dept Ongoing
2019-20, e Activity
2020-21

d) Day care centre for young children

College

Not Available at SKN College of Engineering, but the facility is available at Sinhgad Dental

—

¢) Any other relevant information

Sr. Title of the programme / Date of
No. Year Event Department Event
I 2020-2021 Women’s Day Celebration: ms\;t;l;?ei?:el 8-10 March
08th March 2021 2021
Development Cell
Women Power Within Session
2 2020-2021 | for Women at institute level by E&TC Dept. 08. March 2021
the Department
NATIONAL COMMISION
FOR WOMEN, NEW DELHI
- Sponsored Webinar on CYBER 19 & 20 January
3| 2020-2021 | ARTME AGAINST WOMEN: 24l 2021
PRECAUTIONS AND
STRATEGIES
{._\'b -V s .-_"/
I-Em 'E,Fadgarm[ﬁk.} f:..f/ﬂ.é- ncio
Pune - 41. it Kashik




¢) Any other relevant information

Sr. Title of the programme / Date of
Ye: Department
No. & Event P : Event
2016-17,
2017-18, Separate Ladies Parlour & i Continuous or
I \ Society or Estate i \
1 2018-19, Garments Store for Women’s Office Level Ongoing
2019-20, or Ladies within the campus ! Activity
2020-21
2016-17,
AL Laundry Facility and Anti Society or Estate Contnmgus u
= e Ragging Instructio Office Level Qe
2019-20, e 5% Activity
2020-21
2016-17,
2017-18, Campus Clinic with Full Time Satietiornase Continuous or
3 2018-19, Designated Lady Doctor Dr. OOIfﬁZeOLeve? Ongoing
2019-20, Mrs. Mali Activity
2020-21
2016-17,
2017-18, Separate and Secured Girls and St Rl Continuous or
4 2018-19, Boys Washrooms with Proper OO fﬁ)c[e IrJevel Ongoing
2019-20, Coverage Activity
2020-21
Thanking You, e .
1/ a/f“‘ =
Prihcipal

(Dr. A. V. Deshpande)




Details of Supporting documents of Indexing is as follows:

Sr. No. Desceription of Documents Available Page No.
l Specilic facilities provided for women in terms of — 6-31
a) Safety and Security
2 b) Counselling 32-105
3 ¢) Common Rooms 106-108
4 d) Day care center for young children 109-115
5 e) Any other relevant information 116-210

Thanking You,
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Measures iniliated by the Tnstitution Ior the proamotion of gender equity

during the last five vears - 7.1.1

A.) Annual gender sensitization action plan

Yea The insdtute has Annual Plan tor Gender Sensitzation Action Plan - As is mentiones] in (i

Specific facilities provided for women in ferms of:
i) Safety and securify
; ] Litle of the programme [ |
Sr. Mo Year PTos | Department | Date of Exent
[ Fvent |
| 000 1 2015 COTY Surveillance at Enrances | Society or Dstate | Continous or
ik i ~of Campus and Tuostels  Offiee Level | Onpoing Activity
Barricadss Inastalled and Security
5 A o 2016 Person Depuled ul Bowance and | Socicty or Nslate | Continous or
’ i Exit Gates for Safewy of Men & Office Tevel | Onpoing Activity
Wormen Y
secuuy el o gl Flarea pud Sociely or Bstate | Cloutingus or
. A 3 2 iR el ¥
'j 2t il Syieal a.ud {_r.rccu Hy g Office Lovel | Onopieg Activity
| FEnvoirnmeit
Smel Trstructions and Rulzs : ; 3
; Society or Estato Clonlinous or
f A “ s ln L 3 1 3: 5_. : ok
1 202010 2016  Establised al Tlostel (Gates and Office Level | Onguing Activity
Fnlrances -y -
; Socictr or Estale | Continous ot
5 ) 2 48T Servico 2 ; 2
3 202010 2014 = 7 Ambulance Servic Utfice Level | Ongoing Activity
{3irls Hostel all Facihiy and o ek .
. ; 3 ; : Saciely or Dslate COnrnumg o
i 2020 10 2016 | Security and Instroctions, Separale 0 EEL:: Sl {:;” S HES
= Rooms and Cleanliness i f—'FJJr- L
— R N e e R
N R
R oo Tk ] - 'I|I|
_(B) Clounselling B P ,‘;.'
- ol
Title of the programme / S S
SroMNoe | Year : pros Department Thateol Keeit
3 ‘Event '
Anii Raguing Committes for
] 2020 10 2016 | Protection of Men und Wamen at | Imstitule Tevel 62016
Collgge or ut Campos
Wamens Gricvanes Bedressal Cell ) =
202010 2 gy Hinle Tevel 01T
5 ety or Committes at [nstitde Tevel TRy
3 EINETNE SR TN Womens Cell Commites Imstifute Tavel TAI0LG
Page 3
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¢y Common Roomms

2 Title of the programmie /
ar. No.|  Year £ prog Department | Date of Event
Event
§ Yeg, Available - Givls Comimon Comlirous or
1 2 o 2016 ' M 3
= : ‘ R MeciFiga fept Cmpoing Activity

d} Day care center for young children

Mol Availahle st SEN Cellege of Enginearing, bul (e Fieility is available st Sinhgad Dental Colles

gy Any other relesant information

g Title of the programme /
SriMNo.|  Year : prog Department | Date of Event
Fvent E e
: Inaitivte Level
S Womens Day Celebearion @ G ;
r 2021 kv ' Womens | 8-10 March 2021
Sacch 2021 J
) Development
Women Poweer Within Scasion for
2 EIFEY Women ni instue level by rhe F&C e 0. harsh 2021
Department
NATIONAL COMMISION FOR | |
WOMMEM, WMEW TIELHT
5 031 Sponsered Webinar on CYTITR ERTC 15 & 20 Tanary
i CRIME AGATNST WOMEN; el 2021
PRECATITIONS axD
STRATEGIRS i
; e o Insiriute Lavel
4 S0 Womens Dav Celebmation : (Rth s s @ \ap 20
March 2024
LDreveloprnent
. e [naitintle Tevel
5 A0 Woren Gﬁ{:‘ru.‘:-lu; {;.;.1] Karatc Wioarneng H-Mfar-26
Resgion for Girla
TDievelopnent
( Chnd e ¢ ) -
¥ 2024 HI?:T danes and Men Tnstilute Tevel 3-Tan-21)
P —Wamen Fmpowswermenl | o
Traditional aaud Cultural Dase with
) 2020 Wlule and Female Staff - Ecbruary | lnstitute Level SeJan-20
EDEL} i -
Pandit Madan Moehan balviva
% 20TY 07 : . - o2
Mdission Cyber Secucity F1IF - }_{I ke Jm_ s
L e i i
9 3019 ﬂ'l"i.l'-.l'l'l.'l_ ing Hu.d FLI‘;» a.ljn::ss::ﬁ& Sclf i a1
Deflense Session for Girls o
nfBk.)

Ey
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e} Any other relevant information

Title of the programme /

AL i

i

> Wk - ...IIII .-
-
— ] ;
* ;_/-__/(f Yards

=1

Sr.No. | Year Depariment [ Date of Event
4 Fyent
MOCK PLACEMENT Activity - Cuontinaus ar
| 201920 : oy T . ; (e
4 ! Hian! for Girl Students — 2018 & 2016 il Ungoing Activily
Separate Ladics Parlour & Sociory or Fstate | Contingus or
11 AU2M-2U16 | Garments Store for Womens or | oo O batats S L
; ek CHfice Tavel | Ongaing A elivity
I Ladies within the campus
13 WI3016 [.uuudar..x- Facility m.ld Anii Souiery or siats CTJJ.?I:T.iJlCrHE ar
Rapring Instructions Chfice Level | Onpoing ACIVITY
{-eanpus Clinic with Full Time Sociely or Fatule | Continous or
: - ; y wlie . 5
I3 2020-2016 | Designated Lady Thsetor Dr. “virs. ..,.:' o i i
: Cifice Level | Ongoing Activile
Mah 3 )
sopatate and Secured Cirls and Seiiciy or Tins | Costinais s
14 2020-2014 Bovs Washrooms with Proper - L,, i 11'I” 'u. sl
: Office el Ongoeing Activity
| Loverage
) S g

oS

.l:.:'-ll' T™ThTriaT
. i

ELedring
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SIMHGAD INSTITUTES - SMT KaASHIBAT RAYVALE DOLLEGE OF EMGINEERING, YADGAON BE.
CAMPUS, PLME
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SINHGAD INSTITUTES - SMT KASHIBAI NAVALE COLLEGE OF ENGINEERING, WADGAOK BE.
CAMPUS, PUNE
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FIMNHGAD INSTITUTES - SMT KASHIBAI NAVALE COLLEGE OF ENGINEERING, WADMGEAON BE.
CAMPUS, PLUNE

7.1.1




| SINHGAD INSTITUTES - SMT KASHIBAI NAVALE COLLEGE OF ENGINEERING, VADGADN BI,
CAMPUS, PUNE

Z7.1.1
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SINHGAD INSTITUTES - SMT ICASHIBAI NAWALE COLLEGE OF ENGINEERING, VADGACN BK.
CAMPLS, PUNE

7.1.1
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SIMFGADR INSTITUTES - SMMT KASHIBAT NAVALE COOLLEGE OF ENGIMNEERING, VADGADRN BE.
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SINHGAD INSTITUTES - SMT KASHIBEAI NAVALE COLLEGE OF ENGINEERING, VADMGAON BE.
CAMPLS, PLUNE

7.1.1 ,

Unnamed Road, Sinhgad Institute, Vacgaon Budruk, Pure,
Maharashira 411043, India

Latfuce

1846436
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SINHGAD INSTITUTES - ST KASHIBAI NAVALE COLLEGE OF ENGINEERING, VADSADMN B,
CAMPUS, PUNE

7.1.1

COMPUTER
GRAPHICS LAB

SURVEY NO. 4471 Gangadhar 5 Valsepatil Rd, Off OFF
SINHGAD ROAD, Vadgaon Budruk, Pune, Maharashtra

Latitude
18 4664 ; TE u'}ﬁF:E"':'
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SINHGAD INSTITUTES - SMT KASHIBAI NAVALE COLLEGE OF ENGINEERING, VADGAON B,
CAMPLIS, PUIME

7.1.1
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SINHGAD INSTITUTES - SMT KASHIBAT NAVALE COLLEGE OF ENGINEERING, WADGAON BE.
CampUs, PLNE

7.1.1

Law College, Sinhgad Institute,

el

A i I R

Yoclpaan il ! _I

Pue-hl. .ii-j

NEa




T T B ey i e - —— — -

SINHGAD INSTITUTES - SMT KASHIBAI NAVALE COLLEGE OF ENGINEERING, WADGAON BHK.
CAMPUS, PLIME

7.1.1
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Law College, Sinhgad Institute, Vadgaon Budruk, Pune,
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SINHGAD INSTITUTES - SMT KASHIBAI NAVALE COLLEGE OF ENGINEERING, VADGADM R,
CAMPUS, PUNE

7.1.1
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SINHGAD INSTITUTES - 5T KASHIBAI NAVALE COLLEGE OF EMGINEERIMG, WADGADN EK.
CAMPLUS, PUNE

7.1.1
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‘ SINHGADR INSTITUTES - SMT KASHIEA| NAVALE COLLEGE OF ENGINEERING, VADGADN BE.
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SINHGAD IMSTITUTES - 5MT KASHIBAI MAVALE COLLEGE OF ENGINEERING, VADGRON BH.
CAMPLUS, PUNE

7.1.1
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SINHGAD INSTITUTES - SMT KASHIBAI MANVALE COLLEGE OF EMGINEERING, VADGAON BH.
CAMPLS, PUNE
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SINHGAD INSTITUTES - SMT KASHIGAI NAVALE COLLEGE OF ENGINEERING, WADGADN BI,
CAMPUS, PUNE

J.1.1
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SINHGAD INSTITUTES - SMT KASHIBAI MAVALE COLLEGE OF ENGINEERING, VADSADN BE.
CAMPLS, PUNE

7.1.1
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SINHGAR INSTITUTES - SMT KASHIEAI NAVALE COLLEGE OF ENGINEERING, VADGAON BE.
CAMPUS, PLUNE
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SINHGAD INSTITUTES - SMT KASHIBA| NAVALE COLLEGE OF ENGINEERING, VADGADHN BI,
CAMPUS, PUNE
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SINHGAD INSTITUTES - SMT KASHIBAI NAVALE COLLEGE OF ENGIMEERING, VADGADN BE,
CAMPLS, PUMNE
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SINHGAD INSTITUTES - SMT KASHIBA| NAVALE COULEGE OF ENGINEERING, VADGADN BE,
CAMPUS, PLIMNE

J.1.1
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Unnamed Road, Sinhgad Institute, Vac
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SINHGAD INSTITUTES - 50T KASHIEAI NAVALE COLLEGE OF EMGINEERIMNG, WADHSAGH BI.
CAMPLIS, PUME

511
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SINHGAD INSTITUTES - SMT KASHIBAI NAVALE COLLEGE OF ENGINEERING, VADGADM BE.
CAMPLS, PUNE

7.1.1

13

Unnamed Road, Sinhgad Institute, Vadgaon Budruk, Pune,
Maharashtra 411041, India

Latisee
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SINHGAD INSTITUTES - 5MT KASHIBA| MAVALE COLLEGE OF ENGINEERING, VADGADN BE.
CAMPLS, PUNE
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STES"s
St Kashibai Navale College of Engincering, Pune
Women's Development Cell
Workshop theme: Navdurga
{5-10 March, 2021}

Sexsion Repaort

Draber 1050324021

Tiine: 0245 pen-02:30pm

Session Wor vl

Name of Resource Person: Mrs. Praduya Pophalikar, Security Analyst, IOSPL, Punc
Title of Sexsion; Cvber Scourily

Introduction of Speaker:

s, Pradnya Pephalikar is 8 Senior secrily Analvat and Tead Trainer in Intelligent (uatient
Systemy Pl Led, Pune. She is having 12 yoars of professional cxperience  Information
Technalogy training, expertise in Inforrmation securly Andits and ¥APT of applications and
network infrastructure. She has experlise in corpurate fraisng and dizlogue, $She has several
Protessional Centifications like ISO27001 Lead Auditor,  Certificd Eihical Hacker (CEH) ,
Cisca Certifled Netwark Associae (O WA and $8C/Q912- NASSCOMM Certified Master
Trainer (Peactralion Testing), She Conducts co |l Lainings related b cyber securdty and web
apphication secirity, She has conducted Seminacs and warkslhops in associated Collesss and
Universities on Cvber Securily and current frends and techniques. Kspecially, she has cunducted
MITRTNIndia} sponsored Faculty Crevelopment worlcshops in vasious cngineering and non-
erpineeting colleges collahorated with Shivaji University Kolhapur.

Conlents coverel:

The aljectives of the session were:

To cradle uwarcness amang women e ganding;
= Crimes related to Social Networkin 13

Phishing / Nigerian Svams

Sallware & Internet Piruey

Onling Banking Frawdls

&

Dctails of the topic discussed are:

Cwber Critie is a criminal activity which is eommitted with the use of Computing or Elecironic
devices and Intemel. Cyber-crimes are increasing rapidly i Tndia and worldwide, Man ¥ erimes
are targeted wwards women, The Metre gities like Bangalore, Mumhai, Pune, Tielhi ace the
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common targets. Social Melworking websites are desiened to make sucial life more achive and
stimulating. Sveial network can help vou fo maintain existing relationships with pictures and
mezsages. and establish new ones by reaching out e peopls vou have never met before. Fhizhing
i the criminul activity allempting to et sensitive information such as useTRAres, passwords and
credit card details by deceptive mesns in on electronic communication. Online Banks &
Shopping Websites are very common tareets of phishing activities,

Cyber bullying iz an individual or growp of people that intentionally and repeatedly inflict hann
on another person most commuenly women and children through -electronic forms of
communication to the point where the vietim feels harzssed or unsafe,

Hackers usc various technologies for oybar bullving such as:
= Social networking sites such as Facebuuk, Pwirer, MySpace ote,
= Maobile phone texting
»  Videos
= Pictirs messaees
=  Instant messages
»  FEmails
¢ Chuol rooms
L T:I-lLi-_EE
* Phone calls

Recommendations for personal seeurity of women on inlernet:

L. Mever elick on uny suspicicus link cither in an email, SMS ur WhatsApp.

2. Ifrequired copy the link and spen it in another broveser leb but not in the email itsell

A Cheek for the phishing websites before entering your wsername and passwords,

4. Always check that the websites are asin & hitps and nuot just htp.

4, Be carelul while updating vour personal statuz on Facebook and WhatzApp.

6. Never aeeept friond request feom a stranger

7. Don’t share vour persoual information unless and witil it is required:either on websiltes or
phone calls; such as your Dol Addrass, Genler, phone number, email-id.

& Be caveful whils posting your personal photogeaphs on social nelwarking sies.,

have attended, information about m ¥ Tricnds and relutives, my current location, what da | npload
of download, Precaulionary measures suagesied hy her are as follows.
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SINAGADHNETITUTES - SMT KASHIBAI plAVALE COLLEGE OF ENGINEERING, WALGALGN 5K,
LCAmPUS, PUNE
7.1.1
Prate: (RA202

Time: G253 =03 530pm
Session: [

Mamee of Rescareh Person: Ms. Vinita Singh, Director, Goreanic & Glrpanie Fashion Py
Ll Metherlands, Durepe

Title of session: Women: Power Within

Introcduetion of Speaker:

mhe 1y woveung adult Indian lady, Tler pume is Vinia Singh, She iy 0 suceesel entrepraneur
g Dhreclor, Gorganie & Cdczanic Fashion Pyl TeL, The MNetherands, Cueepe. She grow
up L become o psyehelogist acd w be able 1o do complamentary stedies in Lndis and o
Chefore. she nad experiznees working in the Human reaowrces education and dovelopment:

Llentent Covered:

Firsliy, she alked sbont the celevance ol celsbraling “Trternatioma] Women™s Day™. she also
discussed e aigm Fonnee of Mav Durea and is celation with Women™s Day.

Eigh! wvonrs ago, she foosd an cephorags some 2 hoors dsarans frorm Bangalors, wlhece she
lived for acound 3 yeors 1o osder o stady and wark. She wlio mentioned o ger salic ol
‘feathing is impmissible ooa wd s heart”

She had & sirong belisf that evesy woman has a tremerdons posser S achiesve anvthiog :n e
Relating this with her own dife exampee she said, seane 2 vears 2z0, she wias having Sirancial
difficulrizs o zualain the arplanags duc o lack oF spoasors and valuctesr work. Bl being
alzo an arireprensur, she mimezed 1o fce the worst maments and went o develon a business
thal could e o long-term sowrce W susiain the orphamaze, She lanmehed a bosiness of fotally
orgare babky’s elothes CGe Oreanie] whers the cotlon and e whole cycle of production ars
cellTIoe,

She alwn mentionced than now, shie hog mwnped o ogeb ogome designers here mo 1B
metherlaods and 11 Milan and s:ocaction plants in Tielia (around Beegalove).

She s also commiiled fo teach the kics that aee inoase o wock, 1o this way, the whals set ol

(ue}

wiork iz th:n;-."l'li.':f__: aosiatmble,

Al the e, she talzed about & lidle bil ol Vel 2o she gave the example of Duoryedhana
e Loocishad: Mahabharaiz, in owhicl she explained fhal we hove Lo do oar part e L.
Bight o wrang 35 et in oo hencs, Soowe shouwld ulilize owr energy to do the bost in cor Bife
anc koop zoina ahed il Ml o positivity
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SINHGAD |NSTITUTES - SMT KASHIBAI NAVALE COLLEGE OF ENGINEERING, YADGADM BK.
CAMPUS, PUNE

7.1.1
Waomen's Day 2021 Speaker Vinita Singh
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NATIONAL COMMISION FOR WOMEN, NEW DELLII

Hpn nsored
Webinar on

CYBER CRIME AGAINST WOMEN: PRECAUTIONS
AND STRATEGIES
(149 2000 funpery 2021)

organized by
Department of E&TC Engineering
S5mt Kashibai Navale College Of Engineering, Pune
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[Tane: 10012021 Tima: 10
AT
Cnline Plarkorm; Googls meet

1 Weoleome Address OO wen e DO Prat PG Chilven
Axst, Prolessor, EETC Fopmr,
SENCOE, Pune

E Sargswat Progan [ em o DOU0E am [T Bl © hict Ciuest and Guest of Honor,
Frincipal, Vise Principal ancd HODLRA&TTC,
§ CLMOCOE, Pune
L Intradnenory Specch NLOG am o HLGRam Pral, KA. Paja

Asst, Professor, B & T Enge, Coasdinacer,
Welbinar SEMOOLE, Puns

HIL Address [0 are to |0, ] 2um Lz, 5.k agtap
Head, £ &TC, SKMOOR, Pane

i Priveipal Al T3 e 10006 L. Fo B Diopola
Wiee Prinoyal, SKMNCOE, Prne
s Addiress by Gioest of Honars 100U wm e 10022 am MWW atficial, Mew Delk:
MW atticial
i Address oo Clhial Gueest 2T amta 1027 am M, Telpswani CGantam , 185, Alwar,
[tajasrhan
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Fraades 1500 22005 |
Cimve: | 0.0 mm - 10,50

Depactment ol Electronics and Telocommunication crganized Two Doys weainar on
“Uybar Crime against Women: Precsuiion and Steategies™ Inoassociation with MNational
Conunizsion fior Women (NOW 3, New Tielbi,” an 2997 200 20" Jaroary 2021 The purpese of
this wahimar series is o sreale swareness on eanmen szlety and respect tewards wamen in
socicly aod cresting asarsiness abont oo dlsturbing anvone’s private Q8 by asing electrone
COMIBLNECHE On sareites, how to use !:[_-."'.EET[Ea, anline hEI.f-E'l_'g-' _Z.IiE'Sﬂ.'ITlEI“."Iﬂ.

On helnl? of SKNCOE, Depsrmment of  Fleetranies  and  Telecorimuicanion
Cngineecing would Tike 1o thank Matianal commissian for Weomen NOWL New Lelhi Tor
Lponanring s webingr werives.

A wide publicity was 2

| colleges nnder difforenr Universities. Many participands have showan dnterast in wehimae ol

stydents o variong collezes and faculty membecs atlended this webingr soriey,

NOW sponsored webingr on “Cryber Crime apainst Women: Precaution sml Suategics™

maumirated virtually in online mode neing Google meet platform, Virtnal dyves was Lol

by Chicf zucst Ms Dejaswini Gautam, TP, Superinlendent of Police from Adbsear, T{Hjnhl'sl'rlrl

Wiee Privcipal SENCOE. Pune, D B R Docola, Flead of TETO Lrag depertmant, The 50 1

Tagiap. Wehirar Coordinater K. AL Pajari. For Dizogomalion cerentony overs' :-:-u:-.lin:.l'l

wis dane by Proll B, O, Chilvzo,

leroductory apeech sabing chyectives ol sebomar sories s grver by Prol B AL Pujard. She

parrared  abowot vacious PNOW Tninaves ol caeisded wonlelulness towards MO T

bonering us by saactionicy grant loe this webinar.

S, KL lagtep addessgsed the oversil gacherng akanl the gyber
security and anling safaiv. In hor walk zhe mentionadd thar chis awsreness 5 cunest wnportant
i 105 digial era. She :_||_-,: exprossed metitade o NOW for sanciering graet on this reedy
topic webinar series.

= Vige Prinvipal ShRCOE. Pune, T Ko R Borole, enlichiensd audienee bunczmentals of
Cvher-erime agginst women and also elaborsied on fnersasing cebear erline doring lecodows
pemiind in pandemic stuation of COVID-T9 amld by [ollowing minote safety rules amd akiog
procauliotsd winile using eloctoonic cazeties, how Lo prolect ourselves fhane evbor orime.
W Tejomwini Cautzm, PS5, Supretondant of Police fiom ;‘-.J.w.- Faiasthan wis kind eaough
Grecoeot o dnviatism and delivered a besy P on Overview ol Ovker erins agams!

Peen by sharing Myers and brochure win what™s zpp anc emails o all

Head al the departnent, D,

§
i WIS precaution ol slrniegiog,
The webinar secies was condnete] JJuff flgﬂt' e pelive sessions on Google moel
= ‘= [ Vaelmasit
uatTarm,

Thaw | : 19 Tan 2021 - Itps oot
]LI

Dhay 22 20

1

Jom 20201 - hpsdivontbeddindla LT Y 4w

SESSTON 1(DAY 1)
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Fime: 10300 -1 1 5d0anm
session:]
Name of Resource Merson: Ms. Uejosveani Gawam, 'S, 51 Absar, Rxjasthun

Contents covered:

e Cyber Security: Intemet salety ar anlice safory or evber saiely or E-Bafety is ineing 1o bz
cafa o the tnternel aml 13 the sl o maxiom; *111£ a user's awareress of '_'II:'TE':JHH] i3 3[‘-' and
zequrity sl o privale information and properly associzied witl esing che eternet. z0 ik
the SC-f-iJ:'I.'I'l.E-\..-lIDI'I ST COpLLer relatec] erirme

s Impartaree of Cyber Seeurity for Yowh! Woman: imterncl sulely s highly sghenl Lo
teddas™s wonth v they spond op o 10 hoors o day using varous [oms af medin, The ever
incrensing popularity of social media, mehelivg websitss sach as Facooook and Twitier.
ave cemethuied 0 vows's dime fnvesiment 5 the internel, Phe sose nefooby of
adalescents bave Internel access und most report daily use, Lo lndia 71 crove peaphs are

| using the Interner, cut of which, 25 crores ace woman, 80% of people are falling prey 1o
eyber-crimes and $3% of peapls don’t know where to lodee complains on eyber erimes
v [ypes ol Cyvber Crimes:

1. Social Media related Crimes: Coker Bollving/Stalkineg/Soxdig, F-Mail Phishing,
Hrnail Hackiog lodmidating Email, Online Matzimoniz: Fraud, Provocative Speech.
Fakeylimporzensting Profile Impocscoating BEoail, Job Froel, Prolfile $lackmg
Fimancial  Cyber Crimes; Business  FroocsFrait Teleover,  DebirCredil Card
Frand?/STh Swenp Trawd, T-Walled Relnted Frand, Frous CailiVishing, Tnterne Lranking

Felated Fraod
3.0 Advanced Cyaer-crimes: Ransormware. | lacking
o CYHLOE RISE; Bome Shocking Statistics around the wiorla

1. T hacking spewilic i formation hacker recd ondy 5% Sec,

00%, Increasiog reported cyber-crime cases sice COYIDR-19 moestly crlines ag sl
WOIEN ]
052 Cyber secuzity breaches due to huncan error - S
40 TRMOrmanisationgwithort & ovber secucioy consingensy alan

el

L]

w¥ RoheelClollese shadents who cxpericnoed cyvber bullving

a3
G0 2Tede ol depression incneuses by exvessive ase ol aacial meciz

- rl.':-|" Five Cuher meouriny | I[‘-H

Alvmvs koep vour aystemaide lzmiop, maebile) apdaed wath luiest
]':.'-:Ic'|1q;=.5..

e sueh o aovi-vices with e latest

1
o
r"
=
=
=
.-
W
=
=
-
2
=
=7
=
B
g
fa
=
=
=
v
F:
=
=
ks
I
far)
=
%
|
=
—
=
=
pn
o]
=
o
e
-
I,
]
2
=
-

1. Enzure all devisesfaeenuils ore grolecisd by o srong PIN or pessioce, hevir shane
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Pea reaponsiible Cvber aser Follow Cybor Hvelens and responsible Sehavior ovzs
the et

e ¥z and DONT S

Do nat shave your net-banking password, One Time Password UL AT or phone
banking P, OV number ets,

Alwiys vhanes the defaull admin password on your Wi-b ronter tooa sbromg
paasward known only to you, In addition, always contigure vour wircless relwaol 1o
uee the latest encryption (comast your nenwork service provider. in case of any
doulr )

Be cautions while browsing troogl g pukle Wi-Fioand svoid lapging in 1o parsonal
& professional aceounts soch as gamwi or hanle ng om iese networks,

Alwavs e virmal kevboud o access net-hanking laciliny froon public compulers:
and legewt fromn banking portalswchsine atiar completion of anliae ransactimn, Aldse
enaure 0 deleie browsing history from web Drowse: [Imernet Explorer, Clrome,
Firetox etc.) alter complation of onlive banking actvity,

Do sean all e-mail attachmeniz for virses belore apening therm. Avaid downloading
e-rai ] atfechments received in e-nails Trom unkneean or co-lrugted sources,

Be carelul while sharing identity proof documents eapecially if you cannat verily e
auiienticity al the companyperson with whens you are sharing tnformanoan.

Poore the IMED cosle of vour ocll phons z2od keep 1000 2 2670 placs. The opecator con
hlzezlisblocksaeee o phone nsing e TMTT soce, Tnoense the cell phane is stelen,
Clacten boud surcoundings e skintiners or paaple obsetvlng your PEY oelane s
an ATh,

o Laws Relating do Cyvbererime in Ladia, I'T Act, 11O

Tampericg witl Compuler soares docnments [See 85)
Hackomy with Computer systems, Dala 22 lesitien (See 80
Sendimg offonsive neasapes throush commmuniciiion services, ete (Hoc.00 A
[Retaing any sholor compuar reseuree of conmunicatios cevice [See G6RE)
Frandulent use o eleciromice STETITE (R GO
Chests by personating (Soe,6800)

Pubiishing abazcens imapes | Sec 861

Uy lerroristn [ Sec 661 ;

itulslishes or transmits nowantec material (Sec a7

naterial Ches A
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Breach of Confldentiality

[Egelosure of Intvenalion

+ s - - it - s s -
Publishing 21z dipllal sige =T B (R, T AT
Chendivg hreatcning nessanes B

Seading celymatonr meszapss by email (Sec 499,

Farpery of plecironic recods (S2e.463)

. SaRER
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FoHoung websites, ovber Trends (ee 220

20, Brnail specfing (See 463)

21, Web-Tnckimy (Sec. 3850

22, E-Manl AbusalSec. 50000

23 Online sale of Dimgs in NDPPS Act, 1983 |

2 Owzline sale of Arms and showsasing of arms ordine under Aces Act, 19329

SESSION 2 (DAY 1)

Date: 195 Tue 203

Timez 1145 anm i 1215 pm

mame af Reaouree Person: Me, Seema D

The sbjectives of the zession sare

Tntrocdneien 1o Ceher security and s need

Introcaction o Malware and PMrotective Measures

“ Diata Sccuzity

v Dlesklop Secori by
o Protecting Persenal Devices
Derails of the topie discwssed are:
Cyher-soonriny ‘s the pramice of protectivg sy, devices, our dipial inZormabon,
netwirks and programs o digial 2ilechs, These attacks zre usually ainced at accessing,
chonging o desiroying sensitive inlormation, exorting money o Lsccs o LTIt
nosmal Dusiness process 25,
linplemsnring etfective ovbar seourity mezsurcs s partiowa]y challenging loday beesse
thee v maors devices than peaple, and atrackers wre beean:ing nuose IO LT,

E T by ™s ipiial crn, moest al e time, s are connecied 1o the imternet and e cnline.
y W perlorm lals of things online,

a W oonnsct o social networking sites liks Facchook, WhatsApp and twitter

o o by orocery online, purchase wlolhes and electronic oadgots o,

v e boo's cnr v ons and bolidays anling.

e W0 Bool owr tickers online,

e We po Not banking.

e W avcosy e-Hbrare.

While doing 2l these aclivities, we siare Lol of owr pecsoral inforrmation Jige o emnail-d,
passwords, thone nunber addvess, date of airth, crediz cardidebil cund mwabars,

Soecially wionsen saooalod e cavefal while shacime mZzrmaFon with slrangzers

This iz the uicy nformation: g hackess are locking far.

Che mentionad that women zaould e estromely corel: an sogial ‘.|il.u- winp zites like
.1-1||*nuL

Foecbook while npoating their stamus and aceepiing end regues
venfving whethor the requaest s coming e geneine Tienggns

piclure zmd name,

LR, SARKET
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She Recommended precautions against eyber attacks

e Alweys look for the website uzing butps and not .

e Male sure wau oane nor using same email-id o creste vour accounls on different
wiebsites for differen) reusons, Fepecially you should net wse he emuil id which is
aszociatgd with your henk necount,

= W omust use different passwonds for every nceount, Passward should be coraples:
mire than seven charactars, [t should be the combination of small letters, copital
letters, numbers snd characters an the kevboard.

= You ahonld diseble the GPS when net requirzd

« [l net uze public wi-1T we peclomm monesy trersacons, e access social oebeormg
siles lika Frocbook, To access your email et

M dbwanre
Mualware ypically conzists of code developed by hackers. desizned 1o cose extenzive
damaze to daly und systems or to pain onanthorzed acecss toon nelaark.
Malware ia typically delivered in the form of a link or file ever email and requizes the
wsar toelick on the ok or apen the e woesecute the malwars.
Mslware Lepes digenased in welioar
* Viruses
CE e
v Trotans
LR TR
. SpYWwETe
o Runsomwsre
Syrotoma ol Tnfection:
i L R L ] S[Z:I.I'Ill‘".
»  bilesare not aecessible
v Lnosaal error measagos
f o Jumbicd peinteus
o Doz file extenzious
Her Reeommendations for profection against Malware:
o Lz vpndated emnd leeiseed zonvimos aoftese
e Updats and pacels the aperaling swslerm and apolicalions regulaly
»  Dallow kest nractices while using internet.
= Dhnebasen romaveals dovices' LB devices without ssanntag

| & Dlaonat cowenlnd sollwsme fom iririsbed el o

o Don’topen emzll attachicents withoul veri Sving the seader.
= Dol elick on the suspicious Lok
= Onoyoar windiows computer, eonfours your persoral Srewall, windows delznder
firgwall or smant sercen Alter preperly ) protoet vouesel” G malicious
software,
Datafinformation Sceurity:

aiBk.)!

Vol gao
TFu |.Ey 2
Pl'lr ;

LR, San%ET

EHS 0L nald SIS E] J.j_]__.
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The information that should be secored includas:
v Your Peraonal Infarmedcn ke vour pasawords
o Slored datn: On hard deves, Bemessable media, Smart phones
¢ |rzrain transit Lile emails
fyoals of dala seceurity:
A iad is the backbone of Inthrmation Securily
o Oz ConBdentality
o [ lnnepriy

oA Availabilite
Crepregraphy aod Enceyption ean be wsed 1o achieve e goals of data securicy
v [Dnoryplian is nsed w schizve confidentality,
e lotegriie can be achivved using basgh Toimetien
s Backup is he zood sclation Le access the origical data iF at all it gels coemapted,
dalered or mocificd.
Recornmendations for Sceurity of hame Wi-Fi Routers:
o Charge Delfanll Passward of Bomer,
Chenge defanlt 8510 namea.
Misakle 5100 broadeas:,
Lese Lnorypuion methinds WPA, WEAZ

Enshle bAC Adcress Filtering

e T
L] L L L

[ 3

a [Tnehie BRovoer Fieewesil
Update Router Firmwane
s Turn ot Mewter when not i use
Her recommendations for personal seeuwrily of women oo internef;
oL e nosimomyr passacgrd
2. Deplov Muolu Taclor Aalhembeanon Moelliods

. Use Deenmed aod updaled Anlivirns onomabile s owell as coputess s laplops

' A4, Chack websizes for LU TS
5. Chenge vour home Internet souters default pasaword
A, Tlse a standed aecoont mstoad of adnumistrator to secess your devics.
7. e cannices ar all fimes wiilz elicking on finks
& Be carelul while dewmioading Frae apps and salbware
W Lna't sloce sensilive dala an your PO
10 Maiczain cood backup ol your iopo: ot data,
| 1. Phyysically scotre your personal devices.

SERRION 3 (DAY 1)
Dares 19" lan 2021
Tie: 1 paa o 2015 mm

Foame of Hesowree Persom: Prog’ Ashak Paliar

Yadgaon[Dk.) |
Pune-41, f;
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e mentioced that cyher crince is not gender snecilic bul in st of the epses viclims sre

wommen, He shared various news clippings abool different cvier crimes and stacks haooened
recanit]y, He mentoned that as per informaticn available an internet , in April 2018, intruding
activilies in Tndisn eyberspace by nasighboring country Ching is arovnd 35% C In India,
Mfahirnshica is rmost wolnerable state for evber crimes and 46% wehsiles have high soverily
avher security vulnerabilities, He further mentioned that approsimately 1% of cyber attacks
slart with an emiail? We nesd o sals goand oor zssets and resources. e alkec abon CTA

medel- Confidentialivy, Integsily and Swvnilubilile, He esplaived as Cvber seeunly relers 10
the bady of wechnelogles, processes and practices, desivinsd 1o protect netwerhs, devices,
programs, and data frem avtaclk, damaps, or coauthorized access. Ho forther explaimnes pout
the duvices Hke bank account info. recant files, celeted files, cantacts, eredil cud numbers.
paaswonds, sovial seeunity oumbers, woxt messapes. phote cgtls, nwame lisls fed adoresscs,
recantdy viaied sites and mecont locaions which cary porsens’ dola and e wulnerahle L
cyber erimes. It iz selated W money From aur ke’ sceount | Dinails pa backe:] o owe e

watched Z4X7Y, Social Metwaorking sites seems dangerusly soclal, we pet dangemonsly
|
|

¥

stalkesd ar blackmailed, bacause they koow what do we do minute 7o minuks, how and where
[ celebrale  the events, my fashion brands, where | fvavel, What are my interests, My
mmlcration ke schoold collews: T have atfended, information sbeol my friends and relitives.
oy cwrrent location, what do T aploot ar dovnloml, He Turher i”c['lumt'l. about avbor atlacks
acd different methocs of evber attacks, Cyher alack 15 an weantt laonchec oy Cyberensuials

WS N ar mMore colautscs apainst o ~.m_=1|s or altiple computers ar neiworls, A evber

E sttach can malicionsly disable compurers, steal data, o7 uss & bresched compute: &5 a lzeanch
. pinnt for other attacks, Cvborenminals vae a wariery of methads w leunch a cvbar nitnck. a
mclading malware, phishing, mansomwane, demial of service, amenp other methods. He i
mentioned that Cwvber Salery s NOT gender speciic (vannst be) bt Cybor Salely s
definiiely w vomeern for wamen. female chileren. He said thet wa make e ask sasy for the i
crimivml mimds by posing selfics, scrsonal phetoz e social medin. We keen forwarding
. everything canming Ly as -Z‘-HI."EC!.H”':' en Whets spp. We can casily Tured in w raos of freshies
: being posted on EME and WTER. We click on umirusted links, we fall prey to beleva in bank

take caolls and end up exposicg our eredentizls pins ele. We are soocasual in operaling
internel buking, makile backing and ATMY, Many o times wwe cazily share sensitiv
infornuation ke Credit Card! Debic Card PINS, WY MNos, eme througl messanss, We
dowesond un-requine] applicatiors and permit them with all permissioes onoour noo'nl
MELNES. We use conmulers wichowr gpproapriabe protoctions ke lepal e EAULAE BT
Soffeare. We all are bitlen by “i cunmal hapaen loome syadrome™ Aceordiag 1o g survey.
ps wormeln uze the Dowereel S wonoicl: thetr I':I!"I.:il:'l.'l.'i!'l'l'l_'lh aw o compaced o men, Young
warren, cspoclaliy n 18-24 ane. experionce ceviain bypes of harssement | spoosimulely 20%
of these yoong women bave beer stalced oaline, ane 23% wers tho target of anline saxual

TN prme

Farsssmenl, The groware reach of the loereet anc the apid sprope oF i brneation tluL-L.gl:
rohile devices his prosented now oppertanitizs that could put sorme woner al (&g, 50 108
fapertant W b oasidind of the danzers, He further discussed shov dps Lo (eceback arivaey,
Whatsapp evber securfly ehallerges and  mentioned fellowing poinls Ly sisues.the wyber
cafery for women! o

OR. SAMEET
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| Lo P ok abore pagasards to covens, Unmay saund ailiy,
Lo Tho o loave vour weboam connectaed. Many applications are canabls ol luming on your
camera and record vour mavemenss without vour knowledge, As a precaulion always disable
ciunera permission and keop cthe lens of vour camera elosad or coversd when not 10 15es,
3. Don’t meet onling aequaintarces uliens.
4. Peaveal only as much ws reeled,
5. Lodate all onerating ayelems an won devives,
. Securs vour devices with anti-virus sofiware Dot Andreid and MAC devices 2re at msk
o malicioos softwaee invading and taxing over vour Jifz Alwars inskail areliabls scenrily
svilam e Noron Security i all your cevices.
7o Read the privacey palies sod tenes of =orvies of any semvice voo oke,
. Block peaple vew don’t sant o fnteenet wdach and decline [tend regquests Zror people v

barely koo,

SESSION 4 (DAY 1)

Date: 197 Tan 202)

Time: 3250 pm o 5:00 pm

Mame of Hesouree Person: Mr. Arpil Dosln

Uhe objectives of the session were

Tor crenls awarsness among wonen rozarding:

o Crintes related wo Social Meiworaine
o Phishing / Nigerian Scams

e Onlins Boanking Troods

Details ol the topic discassed are:

o Hadlwnre & Tnernet Piracy ‘
1

. Cyber Crime is @ crrnnal aetiviey swhich s connmited wath the ke ol Compoting or

Electrenic devices srd Triernef, Cybar-orimas are increasing rapddly i India ane worklbvids,

| 1] 1 . . - =l T -
| Mzry crimes are largeted towurcs women, The Moo cidies ke Banpgaloce, Mumbel, Puoe,

Dielhi are the comman tarne. Social NMetworking websites are desioned to meale socia: life
moce zelive and stimuiating. Secial pevwork can belp vou o malicrain exisling melationshine

wilh piviires and messzges, and establish new anes by reaching out ke penple you b never

mel belore, Plighine 3 the oriminal astivity sitempring o ol sensiive s mation such os

usernaiss,  praswonds el oredic czed detzilz by decoplve cneans W an vlecirenms
cammication, Cebing Danks & Shopping Websiles ume very corminion T8rgets al phishing
activizica.

Cvber bullyivg is s individual or group of peapee ther inteation:’ly aed wepeatecly milict
barm om smother porscn most commoenty woren and chiddron throvgh elecirenic farms of

RIEAR-T N |

=
L

Yarlzaon[Hh.j]
Fusw 17 Il.l_:l
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Hacliers use varioos wehnelogics for evbor bollving such as:
e Socisl networking siles such as Facehaok, Tadtior, Wy Space el
s Mobile phons wextine
& Videos
= [Meture RTECHTEAE:
a  |nsteex Mrtaanss
o FHinails
e [hat mooems
s Blops

e [hone cals
Lxamples of Cvber bullying:

Sending mean messapes or threatss through ematl or eel’ phons

Fasting burdl messazes on social nebworks or web pages

-Spreading rumers anline or Giongh lexls

sPosiing embarrassing photas ar gecrets and spreading thar

sRecnrding unauthor s videos aind uploscing them

sTlacking into account and nosiing damazing messapes

=srealing cohentity af person

=Lesvang somenne aut oF oaline provge

sCrealing o Lake cnling personz w bully others

shRpexting

Tn his presentation, mamy reeent ease studies worn discugsen resanding . cy DN rirmees il
vizeats ac regarding the precaulimurs measures Ual worner corn e o ooteet hersail
Recommendations for personal secarity of women on inicroet:

L Mever chek onoany suspicions ling either inan email, SME ar WhatsApp.

2. [Meeguized copy the fivk and open i in ancther browser zab put nos in e el itself)

o
1

Check for the plishing wehsiles before ontering vour vsername and posswonds,

Alvereg cheei ther the websiles are using higes and nod just T g |

- Besareful while vpdating vour personal slatis on Foceack and Whatsos

L Lh =

6, Never secepl fmono recuest Fom a strezer
Ao Tl shars v porsonal nfoumation veiess and ol it s requiredicinaer anowebsites or
phone callad such s vour DefE, Addmess, Gender, phore nember, coail-id,

R Dhe cavetul while pesting vour parsonal shotographs or social actworling o e,

SESSEON 5 (DAY 2- Session 1)

Date; 20" Jan 2021

Time: 10030 mmto 12:00

Mame of Resouree Person: MaPrdiya Pophalikarg

i, SANEL] A
.E]
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.11

The objectives of the session were:
= How to nse Browser Szeurely and s need
¢ Mahie Scouriny and Protective Measures
= Secure Thgital transactions
& Securs Praclives
Details of the tupic discussed are:
Crbor sccurity is the proclics of protzeting svstems. devices. our digital informacion,
nelwinrs a0 progranss from digilal ahacks,
Bimzoest data leaks in India recently securred
D =0 Guick
Moature of Jeak; Unprotecrad Serve:
Mature ol data leaked; Phene oumbers, partial bank account aumbars, bank belanee,
B W (TR R TR R TR
Tndian Credit card stolen
Mature of leak: Data Thell
Malure of dats leaked: Credit cand numbens
31 Boaclear povecer nlam hack
MNaturs of leak: Vulware aibzek

ke

Mamure of Jata lealoed: Adevinisirative dats

43 Tust Tral Beeaci
Sature of laak; Tnprofentact 87
Batise ol datn loaked: Memos Muimbers, oédoess

In lday's digital era, most al he lme, we are conceeted o the inerne: amd ore onling, We
perivm lols of things eiine.

¢ W connect o gocial rebworicine aites lide Pocebook, Wiatls-App oo twitter,

= We boy grocery online, purchase clathes and electronie zadgets anline,

o We kook our vacations and halidays orlire,

a e hook oo hekess online.

= Wogo Net banking,

»  We peoess o-librane

s W o reeeiyve cmgils

While daoing all tese setivites, we pertong eomimen Mistakes While Using lntesnet
Eephing 1o unkoosn emeils withou varifving seoder sonail,

ecommended precautions against evber altacks

v Abways loow thr the welimile nsirg hlips zad nut b,

o Make gure oo are pot wsing some el looceate e dcooneid s differend
websites Tprdifforent rezsons. Mapecially vou sbhonld nod ase the emayl i which s
azsocialed with your bank account.

& Nority sender email adidress before opeiine atacanent.

e Woormust wse Qilferent posswanils for every aceounr,

L SANMKET

-
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¢ [Password should be complex; mere thon seven characiers. ot shewkd be the
comiination of amall letters, capital letters, mamnbers und chacacters on the keyhboard,
o Yoo sheold dizakle che GPS when nal respared
e o ool wse public wi-Ilo perlorm maney transactions., W ssss socisi nehwarking
siies like Fagehook. Tir acesss your email ete.
Piishing Attack
What s a phishing attacl?
Phishing is a tvpe of sociz. engineesing atinel affen vsal 1o sleal vser dara, ineluchiog logm
reclentials and eredit card numbers, 1o ceeurs whan an allacker, masquenkiing as a tousted
erity, dipes o vietm int opening an el nslunt message, ar [T mossipe,

Anti-phishing detection gxd prevention
Aviomatic Aaalyzing - Using TresfPaid Services ke
1. Chackphish.z:
2. Phishtank con
3. Codphish.eom
4. Wirustiotul.eom
Prevention Technigue
2IA - T -Factor Authentication
s Something von krow - Fre nsernzeae and password | Sometaing voo hove o Lke OTF

o Iprotects nuainst Pléshing, Social Cogiresc oo and passaand Brule Tomse aitaris

Frail Securify;
s Tml Hencer anaeas
Heeommended proteetion aoainst Phishing Attael;
& Follow best practices while using inernat,
o Dhon'topon email sotachments sarnees verilving the senoer,
= [Doocochick on lhe suspicouas link
s On velr windows cormputer, canfizure your persocal (rewall, windows defender
firmasll er smart serecn flter properly o proleet wowsell Fom maioious
s liwenTe
Browser Security
Browsing Threaty
1. Adowmes
2. Popoapa
3, Irackers
4, Malivious Seripts
Browsar et domansration vanz ; clcks iukelick.click —which tracks var web astivizy
Broveser add ons for secure brovsing
. Unlock aripin: wifnek Cigin s vol an "ad slocker”, il's i '»‘rit:.b-:é-[?EEEL'L'l':'.l corlent

L2 BanELd

ey
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7.1.1
O Privacy Badme: @ Privacy Badger is o broweser add-co that sops adverlisess and alher

Fma T

-

third- party tackers fram secretly tracking where you 2o aco whar pages vou look at
on the wehb, I an advertisar seems 1o be trucking vou aceoss moltiple websites without
waur pennission, Privacy Badeer anlomatically blocks that advertizer from loading
ay mers sontent in vonr hrwsee. Too the advertizer, 0 like you cuclelen iy
disappenred,

30 HTTPS sverywhens: HTTPS Dvarswhers is an extension created by EFF and the Tor 1
[*soject which awometizally switches thonsands ol siles from inseeure "Tup” te seeurne 4
"hitps". IUwill protect vou szainst meany forms ol sueveillancs and account hijacking, 4

and zome forms of censorship.
Anit many more add ons are avanlable fooscoure svour broszing
Mhoeia-Thies wo gearch argine: Duock-Thael G 35 2 nwernet search engine that emphzsizss
protecting sesrchers' privacy and avaiding the filer bubbie of persanalizec search reaulis. "
Tosi-Duci Go Glativeuisbes tself thom other search engines by not uofiling is users and by
showing all uzers the amune search results for a given seunch tern.
Private Brooasing
Private Browsing docs not save vaur brsssing inlormation. such as history and cookies. and
leaves e Irace uller you end the session. Foefox aiao has Frhanced Tracking Protection,
which prevents hidden wachers ront colleeting vour dala acriss mulitinle =ites and slowing 1
dewen o Broswaing, T
Recommendalions For Browser Security i

r = 5 3 k. 3
i

= Ul Privele window oplioe.
s Keen mrowser updated 3

e [ ot storc wour passsard in browsor :
# [l hrovweer pepep biocker !
«  Llge browser ade-oas fos secuce browsing !
= Lac WI'N Inapon Wi-01 2o

Smartphone Secarity

Seartphone securily is an essential issue today especially now thal g people me workmg ;
veznetely, aml kesping youo smet phone free from securily risks can be'poensure winr {

persoal anc protesaionsl mfznmation 15 salz and secires Tlowever, keaplng yoor dovics sals
Fom smer phone theeais, ke heekors, rofang amd more, can be challenging.

The basics: three layvers of smart phone security &
Accomding togmert phans leelrology esperts, all Lave toes basic levels of sovrity ¥au i
stcnnl e b esn hem sl "
o Devier prdection: Device pootection allows rmate data "wipiag’ C i your phesicndly 1'
clevice ever ends up st stolen, oo i the wrong hanads. "
o Data protection: Your company baz g Lol ol private dats on i devices amd servers. E.
Lats protection stops chis information from being wagsiorred over 1o dilere i
networis or dovices tha sre nob related fo yoor compad ﬂﬁ_rpi"‘ iy apl devices o ipas
l"'l.'fl.'l'.l.i.l.?g QT SR |.'.:':'|"-’r'l'.""-'~'-".5:]. - ﬁﬁg : ._.d-"":"Z_--"'

il ~
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7.1.1

e App-manageinend seewrily: Fach spp ol your simart phooe has ils own (St [EHIRETR Y

i Apps have tieir can buill-in secocity teatures o keep (e infonmation within

thern sate.

Sccure Dnline Digital Teansaetion

e maors cantions with nualic Wik notworks,

Lse W™

Llwes (X1 during Cransuetinns,

[ientify secure web papes.

[T protzctec AT mochioes

Lse reputed applications tor financial ranzacticons
Lz applicatians listed m Madenal Zavment Swvatam
Ly not scan slranger OF code

Dia mol share CFTF aver phone or foux

D onat eliels o baslc helos Troen amatl ar lext,

T oot abare LM over phowe ar e

Recommendations for personal security of women on internet:
I Lhee  siromp password

2 Beplay Muld Facin Acthentication Methods

et

Clheck webeles for 1UTLE

I Chunes vour home (nzesact routers default prsswaord

-

FoBe coutiows atall temes while chicking o links

¥, Bz coreful while cownloading free apps anc software
%, Dant store sensitive dataan veur 2O

... I Maintam pood bacxup of your nuportant data,

D1 Phvaically seenre vour persanal devives.

SESRIOMN 6 {1DAY 2- Session 23

Date: 20 Jan 2021

Time: 1215 pmio 105 pm

E Boame of Besonres Porson; M, Sz Catkeeadd

ROE VSN0,

lmprovemasris w0 an Andredd asowing owory day

DR, SAREET

=

Uze lgeased and updated Antivires on maobile as well as compulzes aed laptops

-

dAr Sebil Ciatlowad opeaed the webinar sessiom oy providing Uhe overves of Android hecong
her ke explained diflerent hacking poactices. In this wehinar b =il
Galtowad prassotec few wepics of hecking. There ave severs! pooular applications the) are
nzed b developers 1o hock Andooid cevices o mage them frster, inuresss oattery Fle, mod
custeliize seroonsavess, cdngtooes, alents, ood more Lhe st of hacks avalsboe e omake

Vadmaon(Bk.}| 5

Pune-d1.

FTETEE L [T [ e "

B, Tlse oostamslard aeccrnt astesd ol adirmsiraor o access vaur dovies,

S o B
|.1- " '\.-'I'.'
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f.4.1 :
Twenks or hecks can be 2ither surface 0sez o the deep- svatam king, depending an wihet the
hack can du, Popular sucfacs cecaks or haclis gre:

I sprMotes. 0 (Remote Administrators Tool Android)

Itis capzble of:

. Deleting call Tops

" Clpening weh pagues

. Dialing any numbier

. Fecording calls

. SN fnterceptling

v ploading imapes and video

. Crpeaing an application

. Ferforming denial-of-serdee atacks

fL. Ah¥yth (Remote Administrator Tool Andraid):

Ahbyh an apen-zource remote access el Alhih hus many Features you wonld wxpect to
s inoa BaAT sueh as Geolocation manitarine, 535 modules, Contaon Lists Vimaeer, Dile
Managar, Camsers Srapshes, Viersphans recomder and meoch wmore, AR 35 veny gasy o

wie e o dlsosnmple srd e Teefve GUT deslzn, AbRipth o nuelb-piat for 1onione areets

tool 2t is availabie oo Linos, Windows & Apple 05,

q " Changang the command and comral scrver
| It iz cxpakle oft

! . Geo location menitoring
i . s modhules
: . Conyiaet Liste Viewor
. File hisnager

1 Camesa Snanshets

5 Microphote recoccer s mech nore.
Pop 5 Awtivieas vsesd to Prevent

CMueAize 2 Comedo Antivires 3B detencer 4, Avast 5. Lset

Preliminuiy focal areas of cyber security: Duwing his presentador be explained ahovt
Acdrind Applicsiion Securily which s debatable zod contentious opic anoag toe three
messngzing seovices like Whelsdnp Telopram ane Signal, Ha Girlher explaioed o debal wboal
Windows lHocking & Prevenbon snch oas system hzokicg ol diffzee: it s Swrre-nased an
5 dalnesl os the

simicl HlEi}l&i/ 1
oy iy /

A
= [ Vinlgaon{tHa]

atinelogical avalems such as laplops, deskiops, el ."e:ehll:ﬂl

Comproimise ol conpuater syelems amd sollware o access 1L

LT =AMEL
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7.1.1

BAisu=e edr sensivve infarnation. Here e malivious hacker eaploils e weskneases i

COIMDLIET SYSICNL O cetwark Ly guin vnaatbortaes] secess o= delo or ke illepal acvantape.
A bucker can hack the computer aystem becouse 1he hacker keows the actual work
campuler svilems and sofowore inside the svaten. For this, a haclker has information aboul
he avetems, nevworking, and koowledes of other areas selated o computer aeionoe, Anyans
whit 13 Lsing g camputer and i3 conoected to the ictermet s susceptibie to malicions hacke:s’
threats, These onling wilfainz goremally vse vimses, malwars. [mogaes, worns, phishiog
techniques, eniail apamming, soiial engineering, cxploit oporaing sysiens valneranilitics, or
port vulnerabilities to sccess any vicims syslem, Further be disenssed about Advphish
Achvance Phisking, Phizhing is a evbererione in which a legel or largets ace contaclod by
el telephone or test messagze by osonceons posing as oo legitimate tnatitotion ke Lase
midividoals into providing acossive das such a3 personally identifable [nformador. banking
and crecdit card delsils, snd passwords. 1ne _nf-.:u'ma:m-r_ iz then veedd foaccess mpaortan
accounts and can sesull in Wlentity theft aed finzocial loss.in Androdd and velwork security
nsing amdroich information relalsd 1o TasiPass Bounes Apn GlassWire Prolon VEN Fing s
shavel, Also o des!  with Advance Tewsel molware's Thooths Qundionited sme and call
hornbiog) and Seekor Tool (extracting exact location of the scammers 1 weore disorssel,

I

WALELMCTORY: Valedictory sezsion was graced by M, Trupn Diodmise as Chizl Guest
I her dialosue with pacheipants, sho mermioned meaoneses of Cyher seeanly and appoales
o all prticipants to Sllow e suidelines given by ancakers in dey booday Tife. O Bchall o
partivipants, fow parteioants shaced the feedback af the wehizar series Knowizdae sharing
and eonduet. Participars wee Wanktnl w S0 od SRS CGE Los dils wanala 0T etliative

DETATLED SESSIHON WISE STIVIMARY OF THE PROCEEDINGE OF THE
WERINAR

Summatry- Session 1
Ression stastecd o 130 2w | nemadize .y after tneunsaretioo. 'J_I.“_Ir_'_s.‘.'-.-”u"' Cisputam poa s, [ 3

- Adwar diswict |, Bajusthen, explaned audiznes about the inpe ,n_.cg‘ Fragureness o
e

cyber arimes and neesl ol proqecing curselves from the zame. 7 o 1(1#53::1 il ;5[&%
E - _H ._.l -"-.

|7IT "
I".r [ 5 3 rol)

‘21 Yadmaa: '|I'-L It g _

R, 58MEFT mll't lu-r\- rI]_- B ‘ || K -\'1;|'I_-\'.\'c\- g}
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711

ef evber crime and o mapid incresse of the same duvicg Covid- 19 pandemic. Sevinse aof Fer
wide cxpericiee in Polics deaarhnent, she has witnessed meary such cases, Sle explained
sudicnse ahowt the care nead 1o be lsken while being active on social platforms an Alsn
allectively menlioned dos and oot while conneered to miemet. She ariafly explained ahsul
e laws relatsd 1o eyber crime i counuy. The main mpics of her discussion were

I Tmparianee of Cvber Security for Youtly Women

2. Twvpes ol Cyvber Urimes

A0 Cyher Wisk world wide

4, Tap Five Cyber Scouriby Tips

5. DOz and DN TT s Tor Clyher Secarily

G, Taass Helalivg o Cvbenernne in Ldia, 1T Act, [~

Sumnary- Scisinn I
Session is started ar 11:45 am and ended at 1515 po Seama Madum discussed an cvber
seoutity wich the help of prosenation, She discussed about folloedrg points:
| Have I boen pavened ot nal
Hirww lix maintaie: securily ol Tacebool, youmbe channel, ginall, ete.
30 Impartanes of Lozin eredentiais like password.
4 How to sze informaion abeut gaagle, timeline — travelliag path.
5 Ewvery activity on oo,

B MNeod of cyier security,

P

Tivwe Lo securs s Ty Ll HERN TR
by LAVELY bee chrest men —decwnstraion

d  Whatsapp. iplegpe:, Malwsres information: virises, warms. i

10 Swvmprems of iafections
Pl Dhemo of Kevlogper — v

12 CocRdentinfice ol datwe Tow o oachieve ey, Always Bacsap ¥au cli,
Corvplemruphy and *|'I_‘I"~'[*li?1‘.. Exoleoations with exampaz How o cheds oo
walrtain icweerty of che file, Appheations of lash function, Demensidicon of
|:"1'L""[E:CEII:I."1 trom malware,

13 Howe toouse aur windoves Dnewall, Winidows 10 sceurity, primmasy 2o hardesing,

L Securioy oF wi-f rovilers,

Al the end ol session, £ & Aosession 15 condusiec for 10 minates. Gaerall seasion wis i Ce

wlich pove infoomation sboun cyocr scourity, noveorsing 2ac cload comouling.

CTLIERIERIALTY —SLssbon 3

: T - : P A e
Prof Ashos Pattas: epoced the welinsr by providing the overview ol cyber saanly, a9 ail &
concern of ovber seovi by, threnls & allacks, soclal pepvorking L"r'l-‘Ei' sceumily. Locn he

weplained dilfarent mel ethics practives, he Wiz webinar Prol Paloar aresenfud lesw topres L!’fj'i--

ey frer seeurily.

He discessed aboul Tollwing Prelhninary focal arcans ol cvber &

QR EAMEET
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Sumrnary -gession 4:

Session b was on oyber security agsing women, Cyoer laws o Indig, Tips sed Trick to
protech azainst evbererime and reporting ol evoercrime by Mr. Al Dashi Maraging
Lymecter ol Cvlber mate Forensies & Data Security Salutions Pat, Lid,

I this sessiin, amll thiz painis abous women safety were covered e AL must onderstang whal
exaclly Uwxberemine, how cvber-criminal nse the techrniowy o make 10 mappen what a2l
precautions oce should take either sudents o parents and how oatosal cammission Sor i
womien pretecl ws against this evber-crime, He explained sboul ow eriminuds arg nsing
E follewing teels for the purpose to barass the viclim

| #.1.3
1. Cvber-artacks:
2. Social Media Cyvber Seccrite

: 3. Inwernar Satery Guide for Women:

«Social networks {Facebaok, Twitter, My Space, gl
sffirhile phone toxting

Videos

=Ciabs messanes

=lpatan messsaes

==y

sFomails

=Glaas

~Flone calls

Summary- Scs=ion 3 ;

Thi sessin waz an Growser | Smartphoce | B- Wallet and enling Banking Seevrite and
ATA risks und Tipswhich was condacted ¢ Mus, Pracheoys Popha'ikar Telormation Secacily

Agalyat and Lend ralnecal Imelligent Quotieat Syeterm Pol Tad, Pune. T ihis session,

[ By

madary had thrown Hght on Brosser, Treail 2o moaile Secorite, phishice altachs sed ssenre
practioes inmractivel v slong with particinanis. Madam stated she aeszion with how Cyber
eamue fuppens, Cyvber Aitacks Are lneviiable sl various oigara: data leaks of 2018 whers

! ane ol thery wag that Qufek Sarver of 531 was m prswverd protectad t here wens S22

milliosn victims and e Gala Sacked wos SBL custonmrs plocie vormboes, Iates: ansaclions,
Danlz azcount rambors 2ad cwerent seeount balances elc.
Various biggest duls Teaks of 2009 in Inlia Sscuzsed e

s ARk Server- Blot Masswond prdectie:d.
o [l Credit cand numbers siales
= Meaclear power plant and Spacs apsney 1530 Tlneked.
o Justoale bresch st host 794l

BTN

i 3
ol i & el FRAL

(2]
3

)

PEd !
Vardgaon|Ba | =
Pune=1,

H e
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U oonis neicences her sugzestion was lo s isodaled Fmail-fds G banking sectors and
misstakes done oy boman can nol ke priched so they should be idenliled and talien cars ofl,
Cammum mistakes cone oy human while ising internet ars

I Beplving wo unkonowie emails withaml verd ving the email sencer.
20 Aler browsing web site or doing oolice tanzactions, History ang Cockie’s are nol
deletad,

Soa avoid these hunwn mismakss she claborased some Seoure Practices sech as
e koop vour browser up e dale.
»  Instull and Uadate Aaud Wieae.
e Waleh phishing slwavs

o Lae HTUTMS alweeys

o Read Privacy Podcies

s on'Louse pubhic wa-fano o uzing then use ViR
o Lhen't gtore passwards in broaossers

»  Fnable twe steos autheatication

Feaulacly momtor bank zecount satenients,
Anti-phishing detection

She alse cxplained how phishing altack happens by piving real e exuaple of Faesbook

-

wehy gile s wiat ars the mrevantions for the same.

L. Abttacker =omds omsil v the victim,
o Wagtior chicks on the enail and goeg fo ahishing website.
Actacker collects victing s credeatinls,

4. Attucker uzes victim™s credentinls Lo uovess & owel sitel LesiUmats webh sin
Anti-pruzhicg Prevention

For proventing phizaing attecks madem sageesiod seme auild or Fres sulomatie anz:yais ools
wilh examzle o ddeatily ocigioal and phishing Bnk.

. wwwchockphisioal

wiwc Jnnishiamk, com

I

AT 1] (R |

A4 wnaneasdtphishiegory

S s oot luslbocan

There ure e ways o prevastion of plishing abac s

. ZFaA- Two factor authentization :

?V._ e

l.l'
BT T
AUEAR
Fint, Kuriiain ]
Clollagy @ Jif}

s faesinl bl
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ARl a3, LAt

& i el
= Somretine wz koew - liks username anc possword plus soimeths g we have
ke OTP,
e [t protecls agaicsl phishing, socizl cnginesring and passwoerd booe force
atracls.

2o Nuld cter Authenticalion

Anti-phishing Summary:

Plense enabie 254 on all accounts.

-
-

Adwerres sean welb sie Links vsing checgoniznai

30 Check Spelings of Eaai -l neme snd signamrs,
4, Alwavs checlk For HTTEFS-im ndddress har
2 Alwaya check web gile adéress sl Tirns.

o

Always caeck web site Tull address.

Truse hut verifa,
Email Security
Firstly she explainzc e commpaments of Tmail, Then o Bnd out fake  emall she told tha
email Feacler analvais is to be done selecing the opion of oripinal message tor the reeeived
el D0 e relorn path iz other than the crzinal ermail abibress of the seader thaiz o7 2 vle
emnail easnoe.
Araweer and ciling sanking securiiy:
She explained abour browsig threals und howe o track these activiiies asing demo.
Pirowalng threals arg
e Acverts or Ads or Adwrre
i o Pon-cp windaws
15 # Tracleers-Actvine ar location

o movipte - malicions oodes
Lotraek the browser threals aodvities [t livadr o ks arc vsed,

1. cuckechickeiick elick

. 3. pmopwicliek eff o

Proweser Securiiy oan b crsue usiaz Sllowing ficks

= aslschooige peoizels our browsz: fom poo-aps using s add-on for =1 Erewses,

o rivacy badeer 31 s noadd-or or cxtonsion which s uzed w proteet hrosesing setivites
fror dctivity dechurs.

e HTTF= ]:"”':'1r'1":-|l_-le- Lotenaion or Add- on avenlzhls [or Fre o and (s avalakle an

o s 1-"L'|:.'|J ILL.'E'L|'-. Wl 'II|'-".'H.III" |'.-Ir|'-.-l'. Ili_'l"l:.
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CamiPLIs PUNE
r 8 % |
3 DuskDuchGa Prvaey Essentials: I s o search engine which blocks the trackees and

Featured with priveie search and site encryplion.

smarphone Security © Some of the smart phone threats are

I Malicions Apps - Spyware and Ransomware  Spyv vour entice mabile data

2. Tmackers - Location and schivity — Iracks al! activities on phang anc lesabion
phoma
A0 ¥ulnershilibe-0S veraslons and mobile appliesdons versions,

Sl had terosen Tight o various smartplaone spp drsals S eolleetios amd rmcking,

ST m‘ then: are @ T2 addrass, Geolecatioon, anicus desice T Device madel, mabic

[

earrier, key steke salerns, lisked acconnts, GUPS, messaoes and metadat,

LFT s omlioe transaction -Securisy ;

swatans, Her suzzestion was o use lsiesl RBD recognizsed national paymenl systens.
momte security Ups alse given by her as ollows.

- Lae cnly reputed spps (Pay TM, (Goaple DMay,PlonePe
- o net scan stezngers QR code
- Doonat shaze vowr MPIN, OTP. mobile momber zod PH over phans or ex.

' Crocple pay s chivd sarty app provide] snd pot Hsted in BB recognised national pasinent
Lo mol chek on ban inks Ooms emails or exs.

Smmmary of Sossion 6

Plr. Buoil Gailwad opened the welbinar oy providing the overview of Andeowd hzeging and

preventiom. Then he expiadned dillerent haekine practices. In this webinmar M, Szl Gailowd

presented lew loomes of aacking, e menticred szout Pooular sueface teeenlos or hucks like
Spebowei 0 (Remale Administrators Tool Ardrid) amd Ak Wivth (Roemols Admimstraior
[ ool Ancmaid) He also discussed shoot Lop 3 Acciviees weed Lor pranectisn suclt as

o MeaAdes 20 Comoda Antivirus 5 Bitdefsaderd. Avast 3. Laat
Trring his pressalation he expiatnen spout Prelicicary focal acens of cvber seouriie
such ms Androld Application Securise, W |_"_||._1-:‘.=.-'5 Hagling & Prevention,  Adwvphish
Adwimes Phizning, Aodeoid ol ch*.m-w'k security using andiosd . Dealing with
Mdvnnee Teve! malesr's
ST OF DELIBALRATIONS MVADFE /7 INFORMATION SHARED BY THLE
RESUURCTET PRRSONS

Seswion b Spealker Tejuswani Ganram

cejeswan Gmam ma‘ao , [P5 , Alwar distrier | Xajasthan, spolke about statistios of cvbes
caxaleine] wdience

ceime ol w oo ercaze of the same during Covid- 19 s

J o el
g ey
oG R R LET @
IIJ_'_.:: L . .1 .- o
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bt the Impartasce of awarensss whont cvber criones ood need af pratecting aurselves from

lhe sane. She boielly exalained aboul the laws velaed W cyber crime in connley,

Eesaion 20 Seemn Dhsit
n P.IISI E'::Lfl'!'lfl .I-:'E}{]_‘l diafuss"‘:d a'l-":“-;lf ';.“._F.EC"_-'":."]]_T I"-'jﬂl"-’r'i"l!'l;.': F|||'\'..|. Pl."..:'lEl.:-ﬂ"n.'C I'l-'].':.'ﬂ'::l]'l'l_‘-'hi i.-l.:l_ﬂ.i.l-.lﬁl

malveare, data necds @ be secured and use of erypragraphy and encryplion to seoure the data.
She further cxplained shout Desktop Securibe amd Projeciing Papzonal Deviees while vaing
tniernel especially o women.

mession 3: Ashok Patiar

Prof. Aashak PPertar menticisd the statiatics of cvber arimes happening I londia and discussed
various weps where we fall prey whils doivg our dey w day rouline activides i digital world
Thiy digiial ransformetion makicg every personal zelivity public. Whish esuses inccease In

Crvber crimes. Gradoally mereasing evber crimes 1o evéry agpect of lite 19 muzing 22 08 very

appealed sudience w drop e syndroms it cannot bappen to me symlreme™ and ensioe vour
seovrity o ovber world. Lle sugsested mwany precaatonary measores need 1o ae followsd at
porsanal level.

Seaston 4 Arpit Doshi

bl Arpit Dashi stiared dillerect schoeogies vsed by nackers sod discossed varous case
stclies velmed o different Phosaing £ igedsn seams o Onlioe Baeling Brauds T alse
il Lt il ._||_..._:I_|I :.._.-|_l ":._. T e T ] IR .l.L_l_ll]:-. pLL '-'"-“'”'—_'\. Lii .";L'.l.ﬂ.'!]'ILj{I[l'l '-.:j mer IfUL'l-'il"-I'_:
anil sexling.

insecwre . cxber crime is nol gender specific bu in most of the cases vivdms cre women. He

Bession 3t Pradnyva Pophalilar

‘ s, Prochnya staried her session with bigeest dama lesks case shlies n 2005 Lke SBI quick.
ISRO, Tusdianl, She mentioned abour comumen mistkes dinz while nzing infernel, She

G isuised varioes phishing platforns, sni-phishing detection, ami phishing prevesoo, ezl

Siesainr & Halol Gailivead
S Sahil Gaikwae discussed abous Android hacking and prevention i deralls, ambreid app
scovrity, Windews hacking and preventian, Black shish advanced phishing witl inleresting

cuamplus, Healse soideo auciznes about how ta sdeal waln scarmecs and svaer kull ving.

SPRCIFIC, ACTIONABLE AND TOPIC ORIENTED RECOMMENDATIONS
BIFURCATED INTO ACTIONARLE. AT LOCAL, PERSONLL LEVELS

. Lszof Antivirus is very hoportant.
2. Aowavs back up vour data to protost Orom disastors,
Chesl your datz or svsterns 1o prateet from malwarcs e

e Ll

A wavs 1y 7o chanee your password fraquentiv.
gk
TR €hMKET

i and broevser security dlongz wath some demansiralins,
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% 1

S0 Da nol expose therr persocal Bile on social madia and alieulad e gwnre about ovbor-
crime liws,

0. Mever click on any suspicious link eiller in an zinail, SMS or WhatsApp.

[ ¢ If required copy the link and apen it in zoother browser tab but net in the email ilsell.

8. Choek for the phishing websites befarz entaring vour msorname und posswords,

T, Alwavs cheek thar the websites are uaing hitps and noc just biip.

L B carcfol whiles opdating vour persensl atatus an Facebook and WhatsApp.

L1 Mever avceepl [end requesl Ton g shanger Tt shars vour [rzrzamil inlaration
actkess and umtil Al is reguired; either anowebsiles or pnong caliz; such as voar Lial,
Address, Cendze, phoneg number, emeil-id

1%, Always look for the website using Litps and nat L.

13, Meke sure you are not using same email-id to eresre vonr avcountz ov dhiflecent
wielwiios Tor different reazons. Especially wan shocld noc ose the emez] 1l which Jz
awsarciated wall your bank account, !

T4 W musl use dillerenl passearmds Tor every account. Passwornd should be complax; '
mose than seven characters. I should be the combination of smell letters, copilal
letters, mumbers and characters on the kevbesrd.

o You ghonld digable the GPS when nat requivsl

M, Tho el wse pubhlie wi-f 1o porform meney manszcions, B access socidl nebwoking
aites lile Facebook, To meoess vour ennn! el

17, %W hile usica public netwark, afler arewsing of durine oalise wrarsscliong coagies amd
ey should be delotod.

|%. Alwavs do she online tranzactions on websites which s hoving waiil securiy

g
el
19 While doing soy onling tronsuchions, checl whether that websise 8 HTTP: or HTTP
and uze oolv FUIPE.
A Use Safwl ar Brave browsers instezd o' $ioeale Chrome and Maorilla Fletox o wvosd
brosasing threats, Lae hew arivate svindaw for Mozilla Firefie and MNew imoogriao
veircdor Tor Cooele Chromse to keop cor Beesasing history sals.
20 Use Dk DhuekGocom searclh enpine instead ol Geeple zezreh enpie 1o vl
trackers cec with crivale seasch and =it encrvption.
22, Far smart phone secusities, always keep Goeple play orateet soding and scounty
update up to date,
i Pewple shoeld cheek their anline accecnis md reports regulaciy
4. People should knows Uwe informaion akbout sadeas is ohishing scacs amd b the
mhishiang scume can hack the caty,
25 Parerits ard lamily mmembers shall give sullicien: tine to others v fanily to avelrd
! ciztraztioos of soeial sites. They shall alse sosuce limitzo use of sovicl cerworking
sites, anc pappy anc bealthy sharing Lakis amane Zamaly mombers.
36, 'We need to teach stadents atout the discussed sconriizs We 2iso nesd to hatp parenls
rr uncerstand this growing enidemic and inform them of sadal ey can oo o pralect
their devices,
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CANMPLUL, FUNE
7.1.1
A0 L OTP durizg tinancial teansactions, Use protected ATM machines, Lise
applications Lated in Mational Pavanent Svstem | The oot scan somangsr QR code | Do
nit share O over phone o text, Do pot click on baok links fram el or wext., Do
ool ghare PIN over phone or text

F SPECIFIC, ACTIONABLE AND TORIC ORIENTED RECOMMENDATIONS
BIFLRCATLED INTO ACTIONABLE AT STATE, CENTRAL GOV LEVELS

1, Governmen! shoold moaitor the secial media activities, varipus wairusled websites,

applications amd soliwane's,

2. Governert shonld seeurs public wAni wich VI and peonle shanld not use pukle win
without VIR g0 thet their darm wil’ not he Baeked.
3. Due to teday’s cra of nternet aod amart? Egital world, awaraiess about ovber secwily

sl be dineluded i the sehonl™s and universicy curiculuims.

To rench 1o various levels of sociery, state feantral zovt. shall vse warions sludent bodies
like WSS o aprend the avarcneas smong sociaos,

Studames can be molivale] oo svadl various nlemnshin selvities and Cyber Secunity
BWETENCSS el be niode compulan:y at eniry level in the mdosoy.

B, Hoardings, banne:s at key locations especially nororal paocot’ countmy can also ke ased ta
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DESIGNATION AND CONTACT DITTAILS
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File No. 13(1)/2020-21/NCW/PMRE
Mational Commission for Women

™ew Drelhi

Issnes Topics Thrust Areas for organizing Webinars for the Financial Year 2000-21

The Wattonal Commission tor Women has identified the Tssues Topica Thrust Arcas,

listed below, for organizing Webinars for the F.Y. 2020-21.

1. NERI marriages
I, lsaues comeerning NRT Marringes paricularly harmonizing domestic lews with Intesiational
private laws including how pre-nuptial agrcements could help address issues in such
marriapcs,
2. Waomen Reokal Health
1. Menlal Health and Quality of Lite of Mareied Working Warmcn in Tndia
1. Warkplace mental health and wellbeing,

3. Doemestic Violence

L.  [Implementotion of Domestic Violence Act and effectivensss thereol
. Violenes apainst Women: with special reference Lo Counselling
4, Cyber Crime
. Cyber Crime apainsl Women: Precantions and Stranegies
II. Ilarassment of Women in Dizgital Space
5 Migrant Women Worlkers
. Mizrant Waomen Workers: Tssues and Challengss
1. Women Migrant Workers and Tabouwr Taw: Identilying gaps and exploring remedial
MEHSUreS

[,  Challenges to implementation fanalsvsing rrassmoots impact of law and policy messures

2. Srate Women Commissions, UniversiBesBesearch Badies/Institutions, pepuicd Kiz(s
and academic institwtions/hodies may upluad their proposals fof organizing Webinar on the
ahove  topicsissues  throupgh  online mode  al NOW website  wwownew.niein ar
hitpe#newapps.nicinfeproposalv? | latest by 12th June, 2020, The webinars may be condveted
upte 317 Deeember 20820

3 Ineomplete proposals or proposals  received nﬂerM date will not be
T ion based oo their

AE
e

“/'“Page 158 of 210




eligibility, capalility, area of work, expetise, elc. Mo correspondence o reasons for non

selection of the proposal will be en tertained by the Commission, No proposal reccived by e-
mail‘hard copy or by any other mode will be entertpined,

4, Creanizations ¢ stitutions anc advised b po through the suidelines refating to wehinars
available im the welsile of (he Cammission amd alse allsched s Anncxnre-A.

Hds

Loma Yasisht

(Senior Research Officer)
Mational Commission for Women
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Application for Grant of Financial Assistance for Webinar / Seminar / Workshop / Consultation

aramniration betallse

Acknowledgmend Humber : Saplied far Fnaneial Yaar 2 2ER2010 Orpantzation Bz BESSSEINEL T 030
[ e Wik B BT e g e p W] ey |

ZCE18TEd

Organizalicn Mame : S4VITRILG FHULE Address: 5, ML 40T, WALRLGLOON BE, OFF SIMHEAD RO, FURKESIT 12T Diskricd :
FLRE UAVEREITY Purse State : Mabarashira -4 11041

Meblka & Fax Mo - SR50R063353, 070- Teldepludre Mo : J20-24354550 Ermail 1D ¢ rborse@ismhasd.edu
213519G3

Aecreditation Grade by Mationsl As=eszment and Aocrediation Councll (H&AS) 2 Walid Lipba

Dkl ol pricegopne | P e

Impics / Frocdty Araars Celear Criiree = Cyber Crime agzirst Women: Pmraubans and Sinzirglas

‘Iitle af tha Wanhinar £ Seminar # Wokshcp MAKIKG CEV SAFC

F Cortaneres

Cheactivaof fiwe M agradum MUT &PFLEEANF

LEjaciiva ot e Wearan S dermnar S i chileer a2 rader veoes s e waine ris ey gl rsgands, e Vedes plerified
Works ap S Confersnce w88 e e, U0e creslen, sre whe gives lifs 2od warshippad heras a "Dael © The

veaires accupied a wial min and 2 s0ch fer sablugation ard misiraainmel veoe lacked
upon as darearing 1 e nly the e aul owands che whole ooy, Heseves in
rodar Alvess Weairee A viesied 2and poriraved 2= sex akjects, so2 s atced nferor o
e i vanids eocetal sphees and functons, thiks has creahed & huge gender biae
Jerveeen L men and weman, Women espscdally yeurd gifls mepeiesced in ovber vaardd,
witen maree b pesdy irnncduced W ilve inbernet &nd Tl wo ancerstard the vices of mderna,
and herce g mest sezceptialz o fallng mae Bz aafef ovoer crminals & Bullas,
Crberzrines ard cpber aulkdng 15 of werlans Pepes e cyher Faaasn el cober 2taldrg,
Lyher pamagraphy, Cykar datermation, Morphing, Snal Soooelng. . Accondrg i oo
shudy, more wameirae Ko o use she Internet o enrien their relomtershipe comparad to
gL Yo wocrer, thoze 13824, avponcnee cerain aaway 1ppes o hassan@il sl
uisprapoctianabe’y high lawels: 26% of thege soung vaomsn fave been clalbed onling, and
A% e the ange] of anline seesa! barassment. The gressing rzazh af sha Infernet 2o s
el saresd sl infaratan througn voaike dedean a8 oreserdad nevy appotdiibes Ul
caule put same sorman ab iz s il imosEe e be oingTel of the dangams,

The popaciioes o U8 weliitr are

1. Elakg gl rasievy apen £92 soners aancase in e r me o werien and ils waioas
R

2. [asenss upon The varieus Dpes of cyberarimes that can be inflear epan awornen erd
Fuey They sabeersuaby affeck b

d. Discuss soeeral stratagias 10 colriter (e ever inuressing aybercime against weman i |
Inclia !
4. Disuuss serigus laes Bat exist b pratect wio
Ieekrakagy oo Cernlnel Amenden Gl
5. Dlezues the eplizrs avaizblz iz taact
kegul swsten ba off ey murn the rizivg &

& Sush gy e Irforretian

e
‘atas'ral / ‘ﬁ

Crascaad calooma af tha ¥asbinar / The Calcemes af webinar HEled * bakioeg

Ten ] on g (B3 L
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serbar  Warkshap £ Conferencn

Murrisr o Bspecsed Farticiparis

| Turgel Gradpe of thz 'Wadiner £ Semibar §
WiorkEE f Confarangs
Mg o7 ke parscd srd ks A e
designatan &kl axlant rirmbey
ramirted S gutroized 1 aclon behall of
LI Onaizal oo

Dtails of this Beghanca pesimes

SHo | foen natinmn

After allerding this webinar,

1. Wumen wil iy gbaut common snisizkes dors whils uang Inte el

2 Winman will petknewladge about cobar crine UERTES WO

2 Wamerwill get kngvdedan shant pressutions =n e bekens againat sacial reteocking
sAmE

A Waomen wil ged irsredacen) 1s neslveane and Pueslive maasties, brasser secui s ard
vl TNRrEEisn an priaace,

b Waren will krows abew) mebde sacity szltmgs And spps

i weinen wil ge waomledge about Cler kws of India

T Whren wall get kiewlzdge abgul how ard wlene o reacrt cylier arimo,

(HE

£Hr] Etucends at Vatious Schalle sid Colioges, Lady Faculty of dilfren instib.kne,
Huusrwiung,

EaZHAR SRVIHD FLLAR

=RIE ZNEG LEFT

FRT AASHIEA] NAVALE UL FGE T EMGG FLUNC

=

Offiue A
Hg ]
|

sperisization i

PROCRNS,
HOPASLIAR

INFIRATICN
RECURITY
LR |

CYBER SCCURTY WENEATESHWARS HOLISE | SQ2nraas?) |
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1R 3mall - Approval Letar for argantzng Weabiner

M Gm.ﬂll Kanchan Pujar <kanchidtr@gmail coms

Approval Letter for organizing Webinar

Gouray Agarwal <goursv.now @gon.ins- 1 August 2020 at 11:16
Toe KanghifOd <kanchiG07igmail. coms=

¥adam/5ir,

Please refer to the proposal submitted by you b the Nalional Commission for Women for
arganising Webinar. 1 am happy to inform you that the Corumission has approved your proposal
for conducting Webinar with o financial assistance resteicked to Rs. 30,000 {Rupees Fifty
TThousand uul_j.r],

Flease find attached approval leller with this email.

Tor AT (UETy ar clarilication, you may please contad us on the followimg numbers: 011-26944886 Extn: 218, 220

& 1

4 attachments

s ARNeXUre-B PEMES, docx
Q3K

16{311).pdf
= 185K,

': A-IIHEHIJI‘-I.!-A Undertaking.doox

. 5] Annexura-G Bank Mandate Form.docx
13K,
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T TAEN
et wige amah
Wl H. 21, e SRy e gRm,
A4 T 110025

=
GOVERNMENT OF INDIA
HATIONAL COMMISSION FOR WOMEN
PLOT NO. 21, JASOLA INSTITUTIONAL AREA,
HEY! DELHI-110025
File Mo TE(S11 20202 LN OW [SCW) - We g iy nrais
To,

Py lanchan Arviod Tujaci

Fashibai Mavale Cnllege of Enginesving
Savimibal Phule Pene Trriversily

L L 44/l Vadagaon B,

CIF Sinsaad Road

Diustt: Pone, Mikarashbea-1310913

Subject: Webinar on ® Cyber Crime egainst Womnen: Precaosons and Strabepies”

T | a:l_‘.:au;,-"!'-:-i T

Mease Teler bz [EXETEH A U arbsmatbe: B o b e Balema] Conorisaisn Ied Y onmsn Lo
arganising r‘rr':.-.'llu-.-.l on the above mentioned subject, 1 am hapoy te inferm yon that e
Connnigsion has appraved ol peapasal foe condocting Webinar with & Hnancizl assishan:
resmicked to Ra, SO000 (Ru pees Fifty Thimsand only).

25 oorder o erghie the Commissinn o0 poocesa (ke matter farthor, Followeing
cocumenls Sinfurmation. are required to be made wvailalie o e Comoigsion 2s per
prrsietiogd formats within 10 days of the issue of this letsr which has also beon el

WO

I Aereplanes Teiler

I Usederivcirg v the proscrioed former (Annexare-A]
1 Dezaila for linkeg ol FRS wth WO 0 the preacsied fooma: (hnmesure-Fy
IV, Bank Macdut: Peres in o prescribed fommat (Annexure-C)

The wanedeannd amosnt shall be relensed I two indtalmienis a8 under
[ 50% in advance alber acceplanace of e proacsal aleng with reguisthe dormnents [24

al

monhiceud oo Para Mu.2)
M Tiw Balanee 30% on ceceipt of the 3atizslacoory webinar zeparl o e prescribed
berrnal {as desoribed] o Pars NS e an submission af the following doraments:

A Llisation Teclifirats JAs per GEFR 1T2-4)
S T s Daxpprmditues Statoroent




C. Drigieal Bills and Veuelizrs

<, It e b 3o sl e Fe Prsbeiman will ke release| arly after céveipt nf  Hee
ii'-:"-'-"n'"‘-l'H.-"“Ua.:-'n'lﬂl'i.-'.'": A MIChrione: §n Para ol 2T Lospngy i ey weathis 15
'|-|'.-'F! vk T s ol Lhs felte s, Hhe i val wAl g .;1_._-2111._-.1 R TR Rt eI =T

3 Ty be noted #hat the saccbon iy be refceed wind amonsr releosed sy be
receversd Eny line m wasz, tha Uit nrgrrdmabion fails v cnogliaer the weahinar witlin
Peresd o woe renip Fron: == ks Arapged los '::'::"-"j“-""-:_j-"-'e. L weabinar or =30 b2 2ubirot

he zalisiaclare sre liimar s igheling the follow ing details

L Dretaled session wise summary of e veocvedings of te webino:
IT, Clint delituwalivne Ervadud o matian vhered Toe B Tesonresy toreang
| STRC, Aol ans rpee anianbed CercmmmendsBons Bifnrca e i acHenalle
at Levcal, Staa ] Sosdal R R L b T I
=1l recrdin ot e Woelian s -
Yoo LB ol barticonns wsph Dhsi PAITER sdcrossos, onalact nncher and omesl
=::1'n"e--,-.'-.-
i Ligt JF Tpsonr Frcaons aloigr =M che s desiginatizg and canmcs <=taik (A braz

505 Rresoure Mraom as monlioewd & s wealamin poopiss sl pariaate i e

B, T, e of TR CTR el anaal e Godeatad o the Clriirassion o loasl |9 a2
Brioe b 17l o praliege alomg wilh unline msele Tk Lo omaioe e S e
HERAtE A e fobveresr S ssure andheras seith Ghe supnlated goidelivss g ekt
ot the quslited® esanree prvscns, The webiner muat he organdsed nn or before e
December, 220,

# I wak iz e aohnd Ssal o nzy ke al lesast et S rileas: thz dret imat 2l

ofler ROl e rec sk o ) LS dacmeris froan Yol

f clease quits Gw refecence omber of teis wetter in future corresprndence and also
ensure thal the orearisatios is iisiered ancer PEMS and Tinked wilth BNUW, ol
Pzt Carmat by mpde

Farl: A Albaowe

Tours labhFzlly

PANINS

Loma Vasisiar
cieior Research COFficor

= b A R
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T SINHGAD TECHNIGAL EDUGATION s.u:m:rrnnr'u',J
f%« . ‘\.} SMT. KASHIBAI NAVALE COLLEGE OF ENGINEERING |
3:;&—‘;%} Aapraved by AICTE Wide F. Ng. 740-85-004 {NDEGAPR/ET/2000) &

: Atlllistnd to Swdtribel Prule Pure Wnhersity 0. Ao, PLIPN/ENGG 1552001
Sinhgad Institutes {Accrediated by MOA)
3 Na. 4411, Yadguon {Buer k), O Sinhgad Aoar, Suno - 411041, _
o Telz #2120-24 354838, J4100595/299 = Tolg Faer; [20-243540980 « Emall : principal skneand@sinhgad.ad « Wabilte : wwwsinbga, ac

DR. A\ GESHPANDE

PROF. L H, HAVALE DR, [MRE.) SUNANDA M. MAVALE
ME. {Elacf), ME, MER, BLA, M, B R, Fh.O. B.E., M. E. iCompulir Engp], P, D,
FOLIHOEA « PRESIDENT FOLIKDER - SECRETARY okt FRIHCIPAL

Ref: SKNCOEINCW arant2020-21/ g 7 12/ 2020

Ta,

Lomu Vasisht,

Senior Research Officee,

Mational Commizsion {hr Wuomen
Flot No. 21, Jasala Instititjong] Arca
New Dielhi — 110025

Sub @ regarding acceptance of  Cipan fur Webinar on “Cyber crime Apainst Women
Precoutinns and stratesiey”

Bel: File number : 16{31 1202021 MUWEECW),

Regpected Sir’ madam,

Thank you for approving the proposal for conducting the Webinar on “Cyher erime Against
Women | Procavtions and sirotegies™ with @ finencial wssistance of R 50,000 (TFilty
thowsand Ouly). On Behall of Smt. Kashitai Navale College of Engineering, 1 sccept the
wehinar grant and will sdhere to the terms and conditions laid by NCW. The Propaosed dates
of Seminar are Febmary 10™ gnd 11% 2021,

Sinhaad Technical Education Socisty {STES) was set up in Avpuest 1993, under the able and
dynantic leadership of Prof, M. Navale with an abjective of providing quality edueation in
the field of Engineeting, Pentistry, Management, Computer, Phurmacy, Architeciure, Hotel
Manzgement and the basic sehon] sducation from kindergarten omwards, There are 1004+
mmstitules under the aegis of BTHS ollering full-fledped school eduearion, diploma,
Graduatien, Post Graduation courses and PR.T. PrOgrAms in varicus branches of Enginecring,
Seience and Management a1 seven educatinnal campuses ideally located in pollotion frec Jush
Ereei und picturcsque enyitonment conducive for leaming, STTS" Smt. KashibaiNavale
College of Engincering, Pune (SENCOE) established in 2001, has become synonjmens with
quality cagiveering education, Presenfly SENCOE olfers courses in B&TLC, Computer, IT &
Mechamical Engincering. The cuuwrses are approved by Adl India Couneil of Technieal

‘)Jf : ; ._' M

1 e e
3 :-"___. }; ;-'11_:|..'l_ [
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Educntion {AICTE) affilisted to Savitribal Phule Poge University, SEMCOLE iz svcredited
by NAAC in Sept. 20146,

In order t enable the Commission to process e matter further following documents /
information ure attached herewith as per mentioned formats, ’ '

1. Undortaling

2, Bank Mandate Fonn

Best Reparda,

';j:.rﬂ“l.':l..pllll

Frincipal
it washibal Blawal
Cohege of Engineerind
wadgoan(Bk.), Pune -4t

e

e
i

Hoed
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! DECLARATION CUM UNDERTAKING
1. iHDI Arvind Y, Deghpande. Son of Winayak Pandurang Deshpande aged 57 vears woing
a8 Piincipal, Smu kashibai Navale Callong of hnginecring, Mune herchy m]munij; declere that T
am fompetent and wuthorized o sipn and exeruts fhis declasation cum onderinking on behalf of
EmtEKashi[;lal Navglo Colloge of Engineering, Pue . |
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DECLARATION CUM UNDERT AKIMNG

1. Ti]}r Arvind ¥, Deshpande, Son of Vinavak ]"m;[mung D:shpande apad 57, years working

as Principal, Smi Kashibai Navale Cu]]éga of Engincerine, Pune’ hereby solemiily declare that I
Iclml:u:h:nt and authorized 10 sipn and e this deelaraion cumn vnderiaking on behalf of

S|:|:|la Kashibui Mavale Collape of Enginesring, Pune .
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2. L Dr, Arvind 'i-"-l Deshpunde, heeehy declars on solemn affirmation thet the organization hag
ueither been h!uﬂk[lﬂ'@ﬂ_b:f the Govermment o any public body ¢ Seii-government | autondmous
organisalion mer any Sction hus been initinted by any such body 1o blackTise it

3. I, on bebalf of the organization, undartikn to:

(i} Ense proper administration and management of firidy axclusively for the work for which
financinl assisfance has beeo granted by the Watippal Cotivmission for Women:

(i} Relund full smount with interest thereon in cage of misuse utmuthorized use of funds for
purprscs other than those indicated i the Sanction Chder of the Mational Commission for
Women or for withholding et suppressing uny information regarding the funds'grnts from other
official sowrces in respect of this profoct for which sanction Fag Been eeconled by the National
Comtirnizsion for Wiomen:

{iii) The organization is not receiving any Dmds frem any olher soures for undertaking this
Bermizar,

Sipabure

O behalf of

. Sinbgad Tochnical Education Society's
Sinit, Kushidai Navale Collegs of Engiueering, :
5. Mo, 441, Yadagaon (Bl), ofl Binhgad Foad, Pune 11041 e
Mobile No: 958 1000780 : : )
Telephone No: 024-24354938 S, :
FAN No : AABTS9500( B

Simmaturs of Witncases:

L P, x!a;sﬂq{j M TS @ﬁ?fﬁ'
2. i il'flfar?.aﬁkw b4 1o f@i"‘*_

J:':__.-—.’-""ﬁ__.f"-
A
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SINHGAD INSTITUTES - SMT KASHIBAI NAVALE COLLEGE OF ENGINEERING, VADGAOM BK.
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Womens Day Celebration : 08" March 2020
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SINHGAD INSTITUTES - SMT KASHIBAI NAVALE COLLEGE OF ENGINECRING, VADGADN BE.
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7.1.1

Criven anowledpe and ways Lo lellow thean and how 1o achieve thear dreames,
Ciuidance of teenape prowth with privdding sawareness el harmul
affects of tobacco and aleohnl is provided to the studaints.

I g .Tdnurm AA0umder N85 Scheme of SPPU and SEN Colleze of Engp.
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Pandit Madan Mohan Malaviya National Mission gn
Teachers and Teaching
{PMMMNM’I'T]

Faculty Dﬂvc]ﬂpmem:l’rtﬁgmmme in “Cyber Securigy®

Far

Faculty in Universities, Collepes and-[nstitutes of Higher Education
(164 Jurie to 165 fune 2019]

Call for Registration and Participation
Vinue: Smt. Kashibai Navale'olleje of Engineering,
Dept. of Electronicsi& Telecpmmunication Engineering,
BNo441, Vadgaon [Hkij, off Sintipad Road, Pune, Maharashira 411041,

Joindy Orpanized by
Shivaji University, Kolhapur
anl
oTES's Smt. Kashibat Navale College of En gineering,
Dept. of Electronics & Telecommunication Enginearing,
S.Ne.44/1, Vadgaon (Bk), Pune-41 1041.

.




Ahout Shivaji University; Kolhapur I=) o 1 _
g]ﬁ_.,-ajj Hhiversity, gsmafshrd.:;n 1962, iz mmeﬁ! aker ﬂg&_ﬁh:a_; Maratha Warrior and founder-of
th-é'l'-!'amthn 'E'mpjl-g._ﬂﬁhat.r'aﬁ_aﬂ Eh:i‘-?_-f_!ﬂ._ﬂ.nl: of the. majur uhjgn%_t:.l'_ll'ﬂs behim] .fﬂ-l.Llii]‘Etl_um ol thix
Uniwersity was to cater t0 - the romonal HEEIISN of Sauth r-1.ah:-|mghlru,. mral1ngduu:L:n|| of 1l
Univeraity iz spread over Iheee districts vz Kollapur, Sangli :.an-'.l Sa:.:.m Witn strength -:-I_'..hnm_
00,000 studople soudying in 200 aliliazted colléges and recosnizod mstityes, The recant phawe of
the Unbversity can be m_mﬂ] as "a pursoit of Academic excﬁI]@m". Blnee L::IS[ 4-5 years, several
albempts are boing made m_mn;:n:uma.th_ﬁ image of U!]_J:'E:E]'S]U_l." a5 rc;:-:gl_\:n] Uoiversity, .T|:IE
Universiby's eftirts towrds: sxcallecs 466 being T-._:.:.:.Enj_;g,-q by the Suhm':tEiHJ Brints rr:umve.ﬂ
from funding aoencies lilee (IGC, DST, DBT abe Another iu.l:llucan?r of recognition of U!al'l.rersll_l.r 3
eollaborations with premier institutes fn the country. Shivaji University has recently signed MO(
wilh Bhabbs Atomic Research Céntre, Mumbat for resesrch in Material Felatce. It bas dlsy jolned
hands with Indiin TnedGite of Gan-Magnetdsm, Mol aod indo=iies ke Plygta-Plirmma,
Erestigions fnstitutes like Maharashica Police Actdemy, Nashikand Centre fir Social Snudies, Suph
have sooghl atfiiadon. with the Shivaji; Univarzicr, Shivaji Alniversity hag bean re-geeradited by
Matianal Assessment and Acceeditation Cotincil (NARE) Baiygatore, wifh, A" Grade (CGPA-3.16)
(2014, Shivali University has bapsed the 28 fiosilion in the tankdngs dnoounced by the Natinal
Institilional Ranking Vramtewicl (NHF] of Union Ministry of Human Resource Devel opment
(MHRI¥. As per che INFLIBNET repart, Shivaii University stands second in ouse of Napygre
Peblications Sroup's [ MPG) tjournal usage in the country, The Uriversity has alzo signed Mol wits
Cenlre for Devalapiwent of Advanced Camputing (C-0AC), Pune. Under the apraermcnt, fhe be
Institudons will excliange information and vommmunicalicn technology.
Abont STES's Smt. Kashibai Navale College of Enpindering, Vadgaon (Bk]}, Pune
The Sinhgzid Group of Bducational Insttnses, Epna:j[:lulrcr Malairashiza has prosence b el wich,
The groug i= bepchmarkad in ey aspoeec Tl struck s (vbndation in 1993 (o transform the dream
ofits vislonary anvhitect Foonder Fresident Fraf, M. rfla-.r.'a]'e lute a palpable reality. The entire
Sinhggal Groug bas convineingly evolved it Lhe niostshugit fter edugation destination. Majority
of the institutes are duly aocpadited b HAA%.::p]jr’dyéﬂ'li}* AIGTE énﬁ_ﬁfﬁhatﬁd to Savilrihal Phula
Funa Tniversily, Every insdiate hos an ‘indepenident, presence with enviable stato-ofrhearl
tfrastructuns and all the facilities and resources, to label it an fdeal place for learming, Invartably
CVETY CAMPUS N3y an jrmpragsive Tessanch Gontre and eabenslvely stocked library, It COMmprises
inalllites § it fald, rin by capslile and nuatified resagree reaple, deawn from variogg disciplinas,
The entire Sinhgad Educational conglomarate canthaes fu its search fur excellence. Dur Campuses
are sltuated on a delightfial hillack oF the beautifu! Sahyadri ranges, with the quierade form o the
tight ambicnce for leatuing, have clearly provan that =ich surroundings seimulate the brai and
gronias talesl, The wmpus has independent Spacions buildings for varinge intitutons, alorg with
all uther resouress & Facilitios, sirhgad Technies! Education Sedlely's Smt, Kaszhjbai Navale College
af Englncering, Vadgaen(Bl), Pung was established i 2001 angd has become SFILOmPITowLs with
Quality Fnginesring Educeton This bears 2 shining tosEneny te Hye mamnitode of Peof M, N
Mavale's vigsion and selentloss pursyis for mcelll_lenr:r_-. This instinme Eapproved by Al India Conng]
for Technica) Education [AICTE), OTE and i affiliatod o Savitribai Phule Pune T iversity, Pune,

Mational ;F{asuum Lentre in Cyher _En_atq_m::r and ]}aTa.Sniﬁnna.Q s cutablished under the suidance
RUSA Maharushtys from the grants raceied funy the MHRD, Governmang of | ndlia wndor the Papdi
buscen, Bhay Militia Watinuial Mission oy Toachers ang Teaching (PMMMNMTT) scheme,
Ohjectire of fis sentre 'u"l.-c"l:_fmcl't'f_huildlnﬁ of human r._':'é'.;.{.}j;u.{,;.'r'h[',i-ﬁ.j_';; m;.ugtued s TritEca]
Llement to slrangthen nioe only tha UrgEnERLiOn, stituinng by E'p'ﬂj::.:t]::ur.é}-gﬂp]r_." at grassroacs

1 : 8 3% T S . E
level By spirsading Aveareness Cyber SCCUTY, Theng s 3 large gap hetween g
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"':;.E' F{Eﬁ;ﬁmmmmm in :if.‘:»r.hn:r Secaritr, whin can beneficially ulilize the available informating

fgrm;haﬁ.gfé-tj.l.wmpgem:rmr trained hurtan resunree 15 needad both ag the petwider apd isar of
ﬁl_.'.,-!mmmfﬁ This iz vitil [or suzlainahla devielopment so Buit informed decizion maki tig can be done
atall fevals.
Aboutthe Training: . :
Cybor securily ds need ol t.'h,gﬁmt. Elsvﬁ__s_iljmal::f!i[”h__v_-ﬂ_?idqm'[_ Association of Software and Serviens
Compatios  [HASSCOM)'S Cybier secuyity Task Force, thery s wved of 1 mifllion trajged cvher
Eﬂcuﬁt?cp]}uféqmqﬁqjs it Iniilia bz 2025. R, ciirtently rl1f.~'r-5:_ ave (nby 62,000, 50 ta fill this gap there
iz newd o Introduce cyher security ooifses al graduale and pesteralusta fovals dur aim s to train
teachers with practicel skills s0 that more and more oiber sseurity exports can e shaped avory
vear [Lig meperied that the "Train the Trainers' approach shall percalate to the Students ia rollepey
and make lhem sitable to talce up challenges Lo the drmain of Cybur Security which is che need of
tlis-decade and will thus impraye their amplogability eoliancing campus placement. in addition,
Cyber Seciirity courses will belp n start-ups aud employment opportunities. The facity shall he
alsu trained specifically as knowledge ereztor with strong practical “skills asd theoretic] details,
Objectives of the 'Trainin il
v Train 2000 faultes
* Building nalworks ol professional :
* Forning p:uj__]f,url:h_l!‘n of industrios specialized i cyber securlly which will fnterface with
Shivail iniversicy Kdlhapue B AL
* sensitizing cyher securit Lo magses 4t large far strenpehening cashless transzctions.
Eligibility: ; B arbel i
Faculty Mambers from Séivnee iuﬂ*_".l‘iéfﬁ.riul:iﬁr,_ Hurianities, Social Selences, Commerce and
Managementidiscinling fraim Universitios, Colloges, NITs, 11Tz, Engineetjng Colleges and other
Institutions of Higher Education. As the num ber of participants is limited to 40, preference will he
iven o First Come First Serve Lasic,
Programme Schedyle:
Dates: 100 funie to 169 fune 20119
Venue: Smt. Mashibal Navale Colloge of Engineering,
Depr.of 'E'_Tér.'rrunic's & Telecommunication Enginsorin E
S.No.44/1, Vadgaon (Bk), cit Sinhgad Road, Pune, Maharashtr 411041,

! Dayand Date Course Coulents
Day 1; lntreduction and Computar Seciriby- |
Motday, 10 /06,2044
Day 2 , LomputerSecuzity - |
TIJr_'-al:[a}f, 11062019
Mayd: Network Securizy [
| Wednesday, 1 2/06/7019
Dy d: : Netwark Security [ and Email Security, 1
Thursday, 747062010
U-.'I_'!-"EM : Webslle Sconrily | i
F"_f.dﬂhi’i'f (6/2019
HayE: Wehsite Serurity 11 and Cyber Law,
Saturday, 15/06/2019
Day Mﬁl:-mecuﬁq,tngd Cloud Security -
I Sunday, 16/06/2019 ek s




iE,

S The eligible candidates will he Elven confirmation is avallable on wh ]
P Fh AREe : POCEAl and it wi g
Eofarypad Serough el Al confirmigd Pardcipants will b . il
instilutien on th first day an]m'trahinH,

Laljuratur}r Assipnments:

1, Loslalling, Configuring and Cumm:'.*:.-:jﬂm'ng of Pricy Surve

Tirewser security, emall secutily, difference botweon hiip, he

2. Perforin part seanning using NMAP [Netwirk Mepper).

3. Amalyse the nelwprle traffle USIn wireshark or any othior netword 2hiffer.

2. Lolléct the Owhisss infoarmaltion vsing speware,

v Steganograply: Ferform dath hiding using cuversd wiling

5. ldentlfication ol viros fnfecked Al using virustotzl.gom

7 Unilerstanding brce ol tuncsicualior using open visual trace rogte

B. Vulnerahil iy aalysls in web application using Zed Actacl Provgy

9. Izolathnge W1 AN Tratfic using Separate Firewdl for VEy Connection

10, To Creale a Virtual Peivate Kelwirk [VENY aver WAN

11. Tv evaluate application response tima Iy e Pregence and absence-of @ firewal],
124, Managing Security in Small Bisiness Network

13, Security Group Fadicies Mapa FEmETL

L= Group Folley manageent
15. TCMP Pigg

16, Bubpattiig
L7, Firvewalls
18, RIP
1%, O5FF
20 VPN
2. Lase study onITdct2000 -~ o,
23, Case study an evber atlack fovbar crifug.
Repisiration:
Farticipanly must regisier throuzgh online veeb-pas) only, Mo jweed o spns any oripled
docUmenis b tha Resourre Center Shivalj Universi br.
Reqlstration Link: Rty san phalesie s lesha enm
Registration details:
Registeation of participants is free of cost Hard copy of the replsiracion form dily Focwarded
through the Head of due Instiite should be submitiod by g Co-coordinatoron the first day uf the
DTOErEmme:
Instructions for the Partici pants;
# artendance at ':'Iﬂ..;-iEEﬂ.i{ILI.,E 2 thaadatory. Breakfase Lonch and Tea will be provided,
& Dutstation PRFcipants will bie prnildr_-.j :_ﬁ'l.'t_u_‘-mu.:l_.is.ﬂm oaly utL .H_Ij_'l,!‘ﬂnf'e:j_nlimﬁh'nl'l-

' osing 1'054, studying izspes lilre
tna e,

Technical Requirements from Pa rticipants:
#  Participonts should ERETY Ei',ﬁi_r B Laptop as well oz dehir cards, cradit cards, payvnent
wallvts, nel banking, 1171, mab(le banking PayPal, Ardhar, PAN cand with them for sample
demios,
#  Participanls should carry Snariphone eider Angraid 05 with thiern,
* FPardeipant should forus on srairiphone apps ko Trus caller: Fazr T, Phose Pe, Gongle Pay.
Pay App, Aurhenficator, Facahonl WhiatsApn, istapesin
Important Wobe: This VDR ander PMMMNMIT I3 applicable for CAS promotivns as per UGE
EeLLe,
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Hen. Prof. De. 1. 5. Shinde
Wica Chaneellor
Shivali University, Xolhapur

Hom, Prof, Dr. 0, T. Shirke
Pro-lhice Chancellar,
Abivaji Univecslly, Xuthapur

D W10, Napavadekar

Hegiszar,
soiwedl Uolrersics, Halhipur

rANizi ttee

Chief Patron

Ham. Prof. M, M. Kavale
Precidentt, Sinhpad Instilules, Pune

O, (Mrs] Sunanda Navale
Srperotiny, Sinhgad Instinkes, Puoe,

b5, Rachana Mayvale-Ashbekar
Vige Prealdent [Admin], Sinhpad Instimates, Pung

M, Bohit M. Navale
Vi Iresldeat (#R), Sinhgad Institutas, Pune

Mentor

Smt. Meeta Rajiviechan (145}
[ Prircipil Secrelay, Soe Praject Diectae, KUSA, Maharashin

Principal lovestigator Co-Investigator

De. LK. Kamat e I 5, O

A Director, Assistanl Professar,
DPrector, [onoviten, lucubadion aad Linlapes Deparbipent of Computer Science,
Head, Tepartment of Computer Sciomce, Sluiwzji University, Kalhspur
Shivayi University, Kofhapar e y :
Organiizing Committeq
Coordinalors Patron

D 5. K Jagrap
Prod & Heail B&TC, Smt. Kashibai Navalo

Crey A W Deshpande
Collzgeof  Prncpal, Simb Keshibal Navale College of Enginecring,

Fr.&lnmrlng.‘i-'adnam;ﬂkj nFﬁEjnhﬁ.j Hoad, Vidpgaen (Bk], off Sinhzad Road,
Pune, Iaharashirea 1 1041 Pumns, Makirashtra 4111041
Rrnail Td: sltjagtapsknese @sinhgzdedo Eraadl Ld: principal skicos@sinhgadedi
,f“ M= K. K Kastura
ShiL. Ii:u.-l-_:Jit.al:-le-kaie E:JE—HH of InEnasiing, Crganiging Chairman
Vidgrao(BkLalf Sinhgid Read, Dk BTt
B Bocole
Pung, Maha a4
Fanail :.:{I;kajsﬁlﬂt;ﬁﬁl aclaxl e Paleip Rt ettt el Collgat
: Y J."'ES [{ul.;; SRl Engineerlng, Vadgaoa(Bl,aff Sinhzad [oad,
R KoEes _”-‘- _ Pune, Makarasho 411041
L, ibai Mavale College :IFh;JgELmng. Fmall 0); lerbarolaiPeing zad.edo
Vedgana(BE), off-Sinhpad [idad, I
Punr, Maliziszsgiera 412
Etuail E6: pknlarestsin huad.edi
Memliers
Mrs. 5 M i
g M iuad‘rﬁ_le Mr. B, G, Chikveri
h;r- -f”!-.WEEﬂ_HI”mi’- M 8. 5, Kendre
ira, 5 5 Jabagirdar Mrs. K. A, Pujart
M. :"1' . r{l..ll.lﬂ'ljl.'ll M-T' ; H ::: I'I{ :f“
S bLoas kotine
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[ Name [Celliia s '?':';i&'é;J ngre
Dr.KS.0m I qEEQﬁEHﬁ'ﬁ CERGeRmuniEhBeEc
IEITMLH&B? = I.ﬁgi‘l}i\lf-'ﬁg kabirirha radei@pmailcnm

Dr. 5, ]':'-m o SRR T2 shugrap skncoe s nhaadedu
M. F,S;Hukau'e ﬂl"a_lilﬁ:iﬁf | pElefﬂl‘E@Elnhﬂid.éﬂu

Shiva)i University, Amt Kuﬁﬁlﬁig-lh';ale E‘%I.’HEE ﬂ-f_Eh'lé'l:l’fl:(:rinﬁ_,

Vicdyn Kagar, Kathamur - £16 004 D, of Eleetrines & Telecommunivalian Bryinecring,
[¥abaraghtis - THEA) §.Nod/7, Yadgaon [BKJ; o Sivhgad Road, Pire,
Wehsite wrvar cishivafiacin iMakarashira £1104 L. .

Website: waawsinbpad edu
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Token of lovve from D, S, K. Jagtap (HOD, R&TC, SKNCOE, Pune Lo
Vice-Principal Dr. KL Borole (SENCOE, Pune} .
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Keynote Speech: Overview of Cyber Security by Mrs, Seema Dixit
{Senior Security Trainer & Consultant Skill Factory earning Py, Lid,
I'une)
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Day 1 -Chverview & Introduction 1o Cyber Security by Mrs, Seema Dixit
(Semior Security Trainer & Consultant Skill Factory Learning Py, Lid,
[*unea)

Day 1 Basic Networking by Mra, Seema Dixit {Senior Security Irainer
& Consultant Skill Faclory Leaming Pyl Lid, Pone}
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Day | —Rasic GNTLinux by Mrs, Scoma Dhixit (Scnior Security [rainer
& Consultant Skill Factory Learning Pyl Lid, Pune)

A

]'Jm I —Immduulmu Lo th Llnu:r. by I".*Ir‘a Scema Dixit (Senior Security
'rainer & Consultant Skill Tactory Learning Pvt. Lid, Pune)
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Dhay 2 - ]ntmductmn to Ethical hacking Bv "I.-"]-_l".:- SLuﬂ“i Dlmt {Scnlﬂr
Securily Trainer & Consultant Skill Factory Learning ™t Ltd, Pune)
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Dy 2 —Information Gathering By Mrs. Seema Dixil (Sentor Secunty
Irainer & Consultant Skill Faclory Leamung Pvt. Trd, Pune)
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SINHGAD INSTITUTES - SMT KASHIRAI NAVALE COLLEGE OF ENGINIERING, VADGADN BE.
CAMPUS, PLINE

7.1.1

. SHOT ON-REDMI NOTES PRO
MI DAL CAMERA

DR. SANKET




‘ SINHGAD INSTITUTES - ST KASHIEAI NAVALE COLLEGE OF ENGINEERING, VADGADN BE,
CARIPUS, PLMNE

7.1.1
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SINHGAD INSTITUTES - SMT KASHIBAI NAVALE COLLEGE DF ENGINEERING, VADGAON BK,
CAMPUS, PUNE

7.1.1
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SINHGAD INSTITUTES - SMT KASHIBAI MAVALF COLLEGE OF ENGINEERING, VADGAON BE.
CAMPLS, PUME

/1.1

it Y ELESA

4 ﬁmﬂg # SMT, KASHIBAI NAVALE COLLEGE OF ENGINEERING, PUNE. B
-

Simhgad dustitubes DEPARTMENT OF ELECTRUNICS & TELECOMMUNICATION i o

ROUND 1: s ROUND 2
R GROUP DISCUSSION
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PLATFORM FOR EVENT -
; I. GOOGLE FORM
1 Round- ILGOOGLE MEET FE T
28 MAY 221 _ S !
FOR QUE o BT~
Sl L S UPIID - 97825792 70d@ihl
KRISHNA : - 9782579270 : ?
' irsnabnsl@ihl
&) -/FLESAOFFICIAL (E)-/ELESA OFFICIAL & -/¢lesa-skncoe ‘
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SINHGAD INSTITUTES - SMT KASHIEAI NAVALE COLLEGE OF ENGINECRING, VADGACN EK.
CAMPUS, PUNE

7.11
MOCK PLACEMENT Activity for Girl Students — 2018 & 2019

Sinhgad Technical Ed ur.:at’fpn Soceity's -
L arle Smt. Kashibai Navale College of Engineering
sabgu v Department of ELn:l:mmu am:l Telecommunication

WINNERS OF MOCK PLACEMENT

| Varshmesd Bh angala
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SINHGALD INSTITUTES - SPAT KASHIBAI NAYALE COLLEGE OF FNGINEERING, VADGAOMN BH.
CAMPUS, PUNE

7.1.1

Sinhgad Technical Education Soceity’s
ki fhe 5mt. Kashibai Navale College of Engineering

g g
Sihgal ot Department of ELactronics and Telecommunication

MOCK PLACEMENT

ROUND 1
APTITUDE TEST
28 MAY 202

T romwnif vy congdacted
Sor one fiowr in which o fese
paper waes provided fo the participnts
da conplele The test.

| The test prper comprized of 68 givestion
| af 1 mark ench.

& ROUND 2
. GROUP DISCUSSION ROUND
31 MAY 2021
The selecied cundidates from the firsi vonn
were meade in groaps of 5.4 topic was then
provided to them by the fudges
and ey were phven 10 minntes to discuss on it
Mirks were rewarded 1o thens an several
rrameters.

ROUND 3

HR INTERVIEW ROUND
22 JUNE 2021-23 JUNE 2021

Fhrere were 6 finalise cfioosen from
e previoas remnd.
There personal FIR fnterview was faken by
Citest IR Mry. Madhavi Maln,
Nhe took the fmrerview of alf the candidates
und selected three winners.
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SINHGAD INSTITUTES - SMT KASHIBAI NAVALE COLLEGE OF ENGINEERING, VADGACHN B,
CAMPLUS, PLNE

f.1.1

5inh _;;1-:1I stitute, Vadgaon LL. drulk, F‘u ne, I‘-,-l.ahar';:—lr;: Fira
411[:51_. India
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SINHGAD INSTITUTES - SMT KASHIBAI NAVALE COLLEGE OF FNGINEERING, VADGADM BH.
CAMPLIS, PUNE |
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SINHGAD INSTITUTES - SMT KASHIBAI NAVALE COLLEGE OF EMGINEERING, VADGADN B,
LARIPLS, PUNE

7 O |

Unnamed Road, Sinngad nstitute, Vadgaon Budruk, Pune
Manarashira 411043, India
Latitucle Long tuge
1840436 13.83175333333332°
Logal 18565 A Atitude 0403 7 aters
Fiday 26-07-200
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SINHGAD INSTITUTES - SMT IKASHIBAI MAYALE COLLEGE OF ENGINEERING, VADGADN i,
CAMPUS, PUNE

7.1.1

and Telecommunication Department,
: aon Budruk, Pune, Maharashtra
A11047, India
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SINHGAD INSTITUTES - SMT KASHIBAI NAVALE COLLEGE OF FNGINEERING, VADGAON EK.
CAMPLS, PUNE
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SINHGAD INSTITUTES - SMT KASHIEA| NAVALE COLLEGE OF ENG INFERING, VADGAON BK.
CAMPUS, PUNE

7.1.1

8 el gl 2 | [EE STt

2, Sinhgad Institute, Vadgaon

Sinhgad Institute R
Budruk, Pune, Maharashtra 411041, Indiz

Lat fude Longitude
F__I'n

18.46431 1666666667 73.836751666R6666G7
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SINHGAD INSTITUTES - SMT KASHIDAI NAVALE COLLEGE OF ENGINEERING, WADGAON BE,
CAMPUS, PUNE
7.1.1

Unnamed Road, Sinhgad Institute, Vadgaon Budruk, Pune,
[-f-1af|c|ra&ht|'a 411042, India

Catitude e "|E:i':,!|_'.’|_"

18.464465° 73.83783°
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2 Valsepatil Rd, Ambegaon BK, Furne, Maharashira

4110471, India
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